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(2 [leTanbHbIM aHanNn3 JOKYyMeHTa:
MinicTepcTBO OCBiTM | Hayku Ykpainm O3
LUntnposaHus: 0,05% id: 1
«JlyraHCbKUN HauioHanbHWI yHiBEpCUTET iMEHi Tapaca LeB4YeHKa»

HaB4yanbHO-HaykOBWUI iIHCTUTYT MaTeMaTUKM Ta iHOpMaLiNHUX TEXHONOTi (Ha3Ba akymnbTeTY, iIHCTUTYTY)
IHdopMaLiiHMX TeXHOMOriN Ta cucTeM (Hasea kadeapu) lNoscHioBanbHa 3anncka 4o AUMAOMHOIo NPoeKTy
(poboTn) BAKAJTABPA (ocBiTHbO-KBanidikauinHui piBeHb) Ha Temy: CTBOPEHHA OOLOATKY ONA
BBIMKHEHHA OBYNCNIOBAJIBHX MALWLWH Y HABYAJIBHUX KOMITKOTEPHWX NABOPATOPIAX BukoHas:
CTYOEHT 4 Kypcy, rpynn____ HanpsiMy niaroToBku (cneuianbHocTi) 123

UunTtnposanus: 0,02% id: 2
«Komm’toTepHa iHxeHepia»

(wndpp i Ha3Ba Hanpsimy nigrotosku, cneuiansHocTi) CMAC [.A (npissuLe Ta iHidianu) KepisHuk MorunbHui A,
(npisBuLLe Ta iHiuiann) PeueH3eHTKo3y6 HO.I. (npisBuwe Ta iHidianu) MonTtaBa — 2024 3MICT 3mH. Apk. Ne
aokym. Mignuc Oata Apk. 2 ITC.4K1.0124.03-INM3 Po3po6. Cnac [.A KepisHuk MorunsHui I A. PeueHs. Kosy6
KO.I. H. KoHTp. 3aB. kad. CemeHoB M.A. 3micT JliT. Akpywis 1 JIHY Kadegpa ITC, p.4Kl . BCTYM3 PO3411 |
MOPIBHAINIbHA XAPAKTEPUCTUKA ICHYKOYNX MPOIMPAMHUX 3ACOBIB TA JOCNIOXXEHHA YMOB OJ1A
BBIMKHEHHA KOMITHKOTEPIB6 1.1. 3aranbHa xapaktepuctuka nporpamHmnx 3acobis.6 1.2. OCHOBHI
napameTpu, HeobXxigHi onsa BukopuctaHHs TexHonorii Wol..13 1.3. Mepexesa kapta.14 1.4. Orngag BIOS Ta
UEFI15 1.5. Mepexesi Bumorn18 BucHosku 1o po3aainy20 PO3AIN I OrnAn TEXHONON T WOL23 2.1.
OcHoBHa iHdbopmauia npo Wol.24 2.2. YapisHun naket, kagp Ethernet, MAC-agpeca26 2.3. Po3noBCoaXeHHS
curHany.28 BucHoku go po3ainy32 PO34U1 [ PO3POBKA NMPOIMPAMHOIO OOOATKY35 3.1. Bumoru go
nporpamHoro goaatky35 3.2. dyHkuioHanbHicTe nporpamHoro goaatky37 3.3. Ornag iHTepdency kopucTyBada
Komm’'toTepHoro goaatky.41 BucHoBku go po3aginy43 PO34I1 IV TECTYBAHHA OOOATKY TA AHANI3
HEOOJIKIB45 4.1. ®dyHKkuioHanbHe TecTyBaHHA46 4.2 Banigauis BBeaeHnx naHmx50 4.3 TecTyBaHHSA
NPOAYKTMBHOCTI54 4.4 AHani3 6e3nekun BukopuctaHHsa56 BucHosku oo po3ainy57 3AFAJIbHI BUCHOBKINS9
CIMNAUCOK NITEPATYPUMG61 OOOATOKINE3 OOOATOK A JlictuHr nporpamHoro kogy. OcHoBHa cpopma Ne163
OOOATOK B JlictuHr nporpamHoro kogy. OcHoBHa chopma Ne268 NOOATOK B JTicTUHr nporpamMHOro Koay.
OcHosHa copma Ne370 OOOATOK [ Ctucnuin onuc dannis nporpamHoro gogaatky72 BCTYIT 3mH. Apk. Ne
aokym. lMignuc Oata Apk. 3 ITC.4K1.0124.03-IN3 Po3po6. Cnac [1.A KepiBHuk MorunbHuii I A. B.}O. PeueHs.
Ko3y6 HO.I. H. KoHTp. 3aB. kad. CemeHoB M.A. Betyn JiT. Akpywis 3 JIHY Kadegpa ITC, I'p.4KI . Y 38'a3ky 3
BOEHHMM CTAaHOM 3Ha4Ha KiNbKiCTb HaBYanbHUX 3aknadiB Oyna 3aMyLleHa NepenTn Ha ANCTaHUiiHMIA abo
riopugHun cpopmat opraHisauii HaB4aneHoOro npouecy. Iig Yac oronoLeHHsA NOBITPAHOI TPUBOrK GaraTo
CTYOEHTIB i BMKNagadiB 3MyLLEHi NpautoBaT B yMOBaXx NOCTIMHOIO BUKOPUCTaHHA GOMBOCXOBULL, SIKi
3abe3nevytoTb binbLu 6e3neyHi ymoBu, ane BOAHOYAC CTBOPIOOTL A0AATKOBI BUKITMKM AN HaBYaHHS. Lia
cuTyaliq BUMarae nepernagy Ta peopratisadii yHKUIOHYBaHHA HaBYanbHMX KOMN'IOTEPHUX nabopaTtopin, a
TaKOoX MOLUYKY HOBMX NiAXoAiB, siki 4O3BONATL 3abe3neunTn 6e3nepepBHe Ta KOHTPONbOBAHE BUKOPUCTAHHS
Komn'toTepHoro obnagHaHHs. baraTto pasiB Ha AeHb o6uncntoBanbHi MaLlMHN NOTPEOYOTL BBIMKHEHHS, apke
nicnsi oronoLweHHs1 Hebesneku, yce KOMM'IOTEPHE 0b6nagHaHHS BUMUKAETbCS. 3a YMOBM 3a0e3neYeHHst
BigJaneHoro 4ocTyny Ao KOMM'IOTEPHMX NabopaTopil, OQHIEK 3 HANBaXIUBILLMX 3adad € peanisayis MOXITMBOCTI
OVCTaHLUINHOro BBIMKHEHHSI HAaBYarnbHOro Komn'toTepHoro obnagHaxHs. [1,2] Lle gossonuTb cTygeHTam
BMKOPUCTOBYBATK pecypcy nabopaTopin BiANOBIAHO 40 pO3KMnaay 3aHATb, MEHLUE rasiTh Yacy Ha BBIMKHEHHSA
KOXHOro koMmm'toTepa Ta 3pobutb HaB4YaHHSA BinbLL 3pYYHILLIMM Ta e(PeKkTUBHILLIMM. BpyyHy BMUKATU KOXEH
KOoMN'toTep € TPYAOMICTKMM i HE3PYYHUM NpoLEecoM, a 3a BiACYyTHOCTI HaB4anbHO-4OMOMPKHOIO nepcoHany ue
CTa€ NpaKkTUYHO HEMOXIMBUM. 3 LLIET TOUYKM 30pY, NOCTae HeOBXiAHICTL PO3pPO6KM IHHOBALINHNX TEXHOMOMYHNX
pilleHb, SKi © 403BONMIM ePEKTUBHO KEPYBATK pecypcaMm KOMM'toTepHUX NnabdopaTtopin Ha BigcTaHi. OgHum i3
TaKuX pilleHb Moxe ByTu CTBOPEHHSA cnewianizoBaHoro Joaarky, SKMi Hagae MOXMMBICTb AUCTaHLIMHOMO
BBiIMKHEHHS 004MCNIOBaNbHUX MaLUMH Y HaBYanbHMX nabopaTopisax, He 3Haxoas4uch 6esnocepeaHbLo TaMm.

TakMm YMHOM, aHani3 Wnaxis ANCTaHLUINHOIO BBIMKHEHHS KOMM'IOTEPIB Ta po3pobka goaatky, LWo A403BONSE B
yMOBaXx Big4aneHoro AocTyny peanidyBaty AUCTaHLUiHE BKIMOYEHHS HEOOXIOHMX KOMM'IOTEPIB € CBOEYACHOI0 Ta
HeobXigHOW 3agaveto sika 403BONMUTL NiABUCUTM €DEKTUBHICTE BUKOPUCTaAHHA KOMM'IOTEPHMX NabopaTopin Ta
3a6e3Me4nTb KPUTUYHO BaXKMBY PYHKLIOHAMBHICTb AN HaBYalbHUX 3aKnagiB, Wo OMMHUIINCA B YMOBaX
AucTaHuinHoro Ta ribpngHoro HaB4aHHs. O6’ekTOM gocnigXeHHs € TexHonorii mepex. NpeameT gocnigXeHHs —
MepexeBa TEXHOIOrisi BBIMKHEHHSI KOMIT'loTepiB. MeTa po0oTu — aHani3 WnsxiB AUCTaHLIAHOIO BBIMKHEHHS
KOMM'IOTEPIB Ta po3pobka AoaaTky, Lo A03BOMSE B YMOBaX BigAaneHoro 4oCTyny peanidyBatu QUCTaHLUinHe
BKMNIOYEHHA HEOOXigHUX koMM 'toTepiB. MeToamn AOCniAKEHHSA: KOMMNIIEKCHUIA aHani3 i3 BUKOPUCTaHHAM
KOMIMTHOTEPHMX TEXHOMOTIN, METOAM MOLENOBAHHA iHGHOPMaUINHMX NPOLECIB, TEXHIYHMI aHani3. [Jna JOCArHEHHS
nocTaeneHol MeTu HeobxigHO BMPILLNTK HAcTyMHI 3aBOaHHS: [1poBeCcTU NOPIBHANBHY XapakTepPUCTUKY iCHYIOUNX
nporpamMHux 3acobis; [locnigntn ymMoBu Ans BBIMKHEHHs1 Kommn'toTepa; Ornag Wol ; Po3pobka nporpamMHoro
popartky; NpoBecTn TeCTyBaHHA NPOrpamMHOro AoAaTky Ta BUSIBUTU HENOSIKWU. Y nepLlioMy po3aini 3QincHeHo
nopiBHANbHWUI aHani3 nporpam WinBox, Depicus Wol, HM Software NL WolL ta SolarWinds Wol, 3 meToto
BUSIBMNIEHHS X MOXNMBOCTEN Ta obmexeHb. Ocobnuea yBara npugineHa ix 30aTtHOCTi OAHOYACHOro BBIMKHEHHS
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OEKiNbKOX KOMM'OTEpIB i iHTerpadii 3 HaB4anbHUMM CUCTEMaMW, LLIO € KPUTUYHMUM A5 3a6e3neyeHHs
6e3nepebirtHoro Hae4YanbHoro npouecy. Kpim Toro, 6yno npoBeaeHo AOCHIMKEHHS YMOB, HEOOXIAHMX Ans
BBIMKHEHHA KOMN'toTepiB. PO3rMAHYTO TEXHIYHI BUMOIM Ta napameTpu, Lo BNANBAKTbL HA MOXIUBICTb
OWCTaHLUINHOro BBIMKHEHHS, Taki Kk HanawTyBaHHs BIOS/UEFI, mepexesi koHdirypadii, niaTpymka TeXHOnNorii
Wake-on-LAN Ha piBHi anapaTHoro 3abe3neyeHHs1 Ta NporpaMHOro 3abeaneyeHHs. AHanisaoBaHo akTopu, Lo
MOXYTb BNAMBATN Ha YCMiLLHICTb BBIMKHEHHSI KOMM'IOTEPIB, BKIIOYA04M MepexXeBi 0bMexeHHs Ta 6e3neKkoBi
acnekTn. Y gpyromy poagini 6yno nposegeHo ornsg texHonorii Wake-on-LAN (WoL). Po3rnsiHyTo OCHOBHI
npyHUMNK poboTK uiel TexHonoril, i iCTOpilo Ta eBONIOLi, a TaKoX TEXHIYHI acnekTu, Lo 3abe3neyyroTb
OucTaHUinHe BBIMKHEHHS komn'toTepiB. OnncaHo CTpykTypy Ta dhopmaTt

LUnTtuposanus: 0,01% id: 3
"MariyHmx"

nakeTiB, HeoOXxigHMX Ana akTueadii VWWol, a TakoXX MepexeBi yMOBMU, 3a SKUX LSt TEXHOSMOTiSE MOXe (PyHKLiOHYBaTH
edekTnBHoO. KpiMm TOro, po3rnsaHyTo TUNOBI cLueHapil BukopuctaHHs Wol y kopnopaTuBHUX Ta JOMaLLHIX
Mepexax, nigkpecniowuu ii 3Ha4eHH: AN BigganeHoro ynpaeniHHA Ta aaMiHICTpyBaHHSA KOMN'HOTEPHUX CUCTEM.
Y TpeTboMy po3Aini po3rfisiHyTO BUMOrM A0 pO3pobKkM NporpaMHOro AoaaTtky Ans peanisauii dyHkuii Wake-on-
LAN, HagaHo 3aranbHWin OrNs4 4o4aTKy, ONUCaHO IHTEpgENC KopucTyBada Ta apXiTeKTypy NporpamMmHoro
3abesneveHHs. byno getanbHO NpoaHarniszoBaHo yHKLIT goaaTtky, 30KpeMa, BignpasneHHs Wol nakerTis,
nepesipky BanigHocTi MAC-agpec, MOXIMBICTb Ao4aBaTu Ta pegaryBaTy AaHi y 3araribHOMY CrUCKY
Komm’toTepiB. Takox Oynu onmncaHi kno4voBi 0COBNMMBOCTI Ta MOXIMBOCTI 4OAATKY, 3PYYHICTb MOro BUKOPUCTAHHS,
a TaKOX CTPYKTYpOBaHa B3aEMOAiS Pi3HMX KOMMOHEHTIB NPOrpamMmHoro 3abesneyeHHst Anst LOCATHEHHS
nocTaeneHux uinen. Y yetseptoMy po3aini 6yno nposeaeHo KOMMIEKCHe TeCTyBaHHA aoaatky. PyHkUioHanbHe
TeCTyBaHHS NiagTBEpANNO, WO A0OATOK BUKOHYE CBOT OCHOBHI 3aBOaHHS, 30kpema BignpasneHHa Wol nakerTis i
[oOaBaHHsS HOBMX KOMM'tOTEpPIB A0 cnucky. Banigauis BBeaeHnx gaHmx 3abesnevnna npaBuibHICTb 06pobku
MAC-agpec, a TeCTyBaHHsI NPOAYKTMBHOCTI NOKa3aro, WO AOAATOK CTabinNbHO Npauoe HaBiTb NPY BEMMKUX
obcsrax gaHux i nig HaesaHTaxeHHsam. PO30I1T 1

MOPIBHANIbHA XAPAKTEPUCTUKA ICHYKOYNX MPOIMPAMHUX 3ACOBIB TA JOCNIOXEHHA YMOB OJ1A
BBIMKHEHHA KOMITHOTEPIB 3mH. Apk. Ne gokym. Mignuc Jata Apk. 6 ITC.4KI.0124.03-13 Po3po6. Cnac O.A
KepieHuk MoruneHun I A. PeueHs. Ko3y6 FO.I. H. KoHTp. 3aB. kad. CemeHos M.A. PO3[II1 |

MOPIBHANBHA XAPAKTEPUCTUKA ICHYKOUMX MPOIPAMHMX 3ACOBIB TA JOCINIOXXEHHA YMOB OJ1A
BBIMKHEHHA KOMITHOTEPIB iT. Akpywis 17 JIHY Kadepnpa ITC, p.4Kl . NMogonaHHSa BUKNKKIB, NOB'A3aHNX i3
BifA4aneHum ynpasniHHAM KoMN'toTepamu, CTae K4YOBMM 3aBAaHHSM Y Cy4aCHOMY OCBITHbOMY CcepefoBULL,
0co0nMBo B yMOBaXx BiICbKOBOro KOHQNIKTY. [locTyn A0 koMN'toTepHUX nabopaTtopii Moxe ByTn obMexeHnM
Yyepes pi3Hi 06CTaBMHK, Taki ik 0OMeEXXeHHS Ha NepemilleHHs1 Yepe3 6e3nekoBi obcTaBnHM abo BigaaneHe
po3TawlyBaHHA. 3 MeTolo 3abe3neyeHHst 6e3nepepBHOro Ta eheKTMBHOrO HaB4anbLHOroO NPOLECY Ta BigdaneHoro
[ocTyny 40 obuncnoBanbHUX MalIMH BapTO PO3MMSHYTH iCHYIOYI MPOrpamHi pilleHHs, CIPsIMOBaHi Ha BigaaneHy
B3aeMoAito 3 komn'toTepamu, 3okpema Vol 3acobun. Ornag umx 3acobiB A03BONMUTL OLHUTKM iX MOXMIMBOCTI Ta
0OMEXEHHS1 Y KOHTEKCTi HaB4YanbHOro cepeaoByLLa Ta BUSHAYMTM HAaNpAMKN NoganbLIoro JOCNIAXKEeHHSA s
pPO3pO0KN ONTUMAILHOIO pPilleHHS. Y AaHOMY po3Aini 6yno po3rnsiHyTo OCHOBHI NONyNsipHi NporpamHi 3acoou,
Taki sik WinBox, Depicus WolL, HM Software NL WolL Ta SolarWinds Wol, ne ocobnuea yBara npugineHa ix
304aTHOCTI 04HOYACHOIO BBIMKHEHHS AEKifNIbKOX KOMM'IOTEPIB, BBIMKHEHHIO Y 3a4aHNN KOHKPETHUI Yac, Wo €
KpUTUYHUM ang 3abe3neveHHs 6e3nepebinHoro Ta 3pyyYHoro HaevanbHoro npouecy. 1.1. 3aransHa
XapakTtepucTuka nporpamHmnx 3acobis. WinBox WinBox — Le cneuianizoBaHa nporpama ang kepyBaHHs
mapLpyTtmsatopoM MicroTik 3 dyHkuiero Wake-on-LAN (Wol). BoHa Hagae 3py4Huin iHTepdgenc gns pobotu 3
RouterOS, onepauinHo CUCTEMOLD, sika BUKOPUCTOBYETLCS Ha NPUCTPOSIX

MicroTik, Ao3BONSAOYM 34iACHIOBATY MOHITOPUHT Ta KepyBaHHA Mepexeto. [3] WinBox 3abesneuye KOMMNAEKCHUI
niaxig 4o ynpasniHHA Mepexeto, A03BONSAYN agMiHicTpaTopaM BUKOHYBaTW Taki Ail: KoHdirypauis
MapLLpyTM3aTopiB. HanawTyBaHHs napaMeTpiB Mepexi, BKMYaumn HanawTyBaHHsA |P-agpec, maplipyTusatdito,
Opangmayepu Ta iHWi MepexeBi pyHKLiT. MOHITOPUHI Mepexi. CnocTepeXXeHHs! 3a CTaHOM MepeXi B peXnMi
pearibHOro yacy, BKMntoYarum NponyckHy 30aTHICTb, 3aTPUMKKU, aKTUBHICTb NPUCTPOIB Ta iHLLI NOKA3HUKW.
YnpaBniHHA nigknoyeHHaMu. KepyBaHHS NigkniovYeHuMmn 0o Mepexxi NPUCTposiMy, BKNOYaYM oaBaHHA Ta
BMAASNEHHSA NPUCTPOIB, a TaKoX YNpaBniHHA IXHIMW HanawTyBaHHAMN. [pobyaKeHHs 3a curHanom. Takox
AojaTtok niaTpumye YHKLi0 BigAaneHoro BBiMKHEHHS KOMM'IOTEPIB, KONKW cUrHan Ha npobymkeHHs Byne
BiAnNpaBneHun KoHKpeTHoMy Komn'totepy puc 1.1. Puc. 1.1. IHTepdenc WinBox Hessaxatoum Ha LUMPOKNIA CNEKTP
MoxrnmeocTen, WinBox mae aesiki Hegoniku: BigcyTHICTb NIATPUMKM OQHOYACHOrO BBIMKHEHHS. [porpama He
[O03BOIIsSIE OAHOYACHO BBIMKHYTU AEKinbKa KOMM'IOTEPIB, L0 MOXE ByTU KPUTUHHO BaXKNMBUM AN BEMMKNX
Komn'toTepHMx nabopatopin. IHTepdenc kopmctysada. Xova WinBox Hagae NoOTYXHi iIHCTPYMEHTH ans
yrnpaBniHHA Mepexeto, Noro iHTepdenc moxe ByTu cknagHUM AN HoBauKiB | NOTpebye NEBHOMO PiBHA TEXHIYHMUX
3HaHb Ans eheKTMBHOro BUKOpUCTaHHsA. OTxe, nporpama WinBox € 6aratodyHKLiOHaNbHUM iIHCTPYMEHTOM ANis
KepyBaHHS MapwpyTtusatopamm MicroTik, 3aGe3neveHHs BigganeHoro 4OCTyny A0 MEPEXEBUX pecypciB Ta Mae
MOXIMBICTb NpobymkeHHs NK. MpoTe, noro obmexeHHs y 30aTHOCTi aBTOMaTM3yBaTU MAaCOBi BBIMKHEHHS
KOMN't0TepiB OQHOYACHO, 3HWXKYHOTb MOro ePEeKTUBHICTb Y HaBYarbHMX 3aknagax, aAe tTaka oyHkuUis € HeobxigHow
ans 3abeanedeHHs edpbeKkTUBHOCTI HaB4anbHoro npouecy. Depicus Wol Depicus Wol — ue gogatok,
po3pobneHn Ang BigaaneHoro BBIMKHEHHS1 KOMN'IOTEPIB 3 BUKOPUCTaHHAM TexHonoril Wake-on-LAN (Wol). Bin
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[03BONSA€E KOPMCTYyBa4YaM AUCTaHLUINHO 3anyckaT koMmn'toTepun Yepes IHTepHeT abo nokansHy Mepexy,
BMKOPUCTOBYHOUM MPOCTUN i 3pyYHUIA iHTepdhelic, sknii 306paxkeHo Ha pucyHKy 1.2. Lle iHCTpymeHT ocobnmeo
KOPUCHWIA ANst AOMALLHIX KOPUCTYBadiB Ta Manux odicie, aki noTpedyoTb 6230801 PyHKLIOHANBbHOCTI
BigaaneHoro BBiMKHeHHs1 komn'totepiB [4]. Puc. 1.2. InTepdenc Depicus Wol Depicus Wol Hagae HacTynHi
OCHOBHi MOXNMBOCTI: BigaaneHe BBiMKHEHHS Komn'toTepiB. KopucTyBadi MOXyTb Hagcunatu

Lntuposanus: 0,02% id: 4
"MariyHumi naket"

ONs BBIMKHEHHST KOMN'toTepa, BUKOpUCToBytoumn oro MAC-agpecy. Ller nakeT moxe 6yTu BianpaeneHuin Yepes
IHTepHeT abo nokanbHy Mepexy. IHTepdelic kopuctyBaya. IHCTPYMEHT Mae NpocTuii Beb-iHTepdenc, skuin
[A03BONSAE NErko BBOAMTU HeoOXigHi napameTpu, Taki sk MAC-agpeca, |P-agpeca Ta nopT. HanawTyBaHHs
poyTepa. Ons po6otu Depicus Wol HeobxigHO HanawTyBaTh poyTep, 3abesneynBLun Nnepeagpecallio nopTiB Ta
BigNOBiAHI MepexeBi HanawTyBaHHS. Lle Bknioyae HanawTyBaHHA MapLUpyTU3aLil MariyH1x nakeTiB Ao
noTpidbHMX koMn'toTepiB y Mepexi. Depicus Wol Takox Mae CBOi 0OMexeHHs1: OgHOopa3oBe BBIMKHEHHS.
[HCTPYMEHT A03BOMNSE BMMKATK N1LLe OAMH KOMN'toTep ogHoYacHo. Lle Moxe ByTu HegocTaTHIM ANs HaBYanbHUX
3aknagis abo odpicie, e HeOOXigHO kKepyBaTK BENMKOIO KiNbKiCTO koMmn'toTepiB. MNoTpeba B HanaluTyBaHHI
poyTepa. [ns npaBunbHOI poboTH iIHCTPYMEHTa NOTPIGHO HanalwTyBaTn poyTep, LWo Moxe ByTu cknagHuMm ans
KopucTyBauiB 0e3 TeXHIYHMX 3HaHb. HanawTyBaHHSA BKOYAOTb NepeagpecaLito NopTiB Ta iHLi MepexXeBi
KoHdpirypauii. ObmexeHa dyHKuUioHanbHiCcTb. Depicus Wol. Hapae 6a3oBi oyHKUiT ANs BigAaneHoro BBIMKHEHHS
KoMnN'toTepiB, ane He Mae MOXIMBOCTI, Taky SK NNnaHyBaHHSA BBiIMKHeHb. OTxe, Depicus Wol € npocTtum Ta
3pYYHUM JOOAaTKOM ANs BigAaneHoro BBIMKHEHHS KOMM'IOTEPIB, Skuin Aobpe niaxoanTb Ans SOMALIHLOrO
BUKOPUCTaHHS abo manux odicis. OaHak, noro obMexeHHs1, 30KkpemMa MOXITMBICTb BBIMKHEHHSI NMLLEe O4HOro
KoMn'toTepa 0QHOYACHO Ta HEMOXIMBICTb NNaHyBaHHS, pOONSATb MO0 MEHLL NpuaaTHUM agxe Tpeba
3abe3nevnTn ogHoYacHe BBIMKHEHHS GaraTbOX NPUCTPOIB i NnaHyBaHHs BBiIMKHEHHSA. HM Software NL WolL HM
Software NL WolL — ue 6e3KOLTOBHMI KOMTIOTEPHUIA A0AATOK AN BigganeHoro BBIMKHEHHS] KOMN'IOTEPIB,
po3pobneHni ang onepadinHoi cuctemmn Windows. [logaTtok AOCTYNHWUIA Yy Mara3uHi nporpam Windows i cymicHuiA
nnwe 3 Windows 10. BiH npusHayeHnin 4nsi BUKOPUCTaAHHSA B NIOKaNbHUX Mepexax i 403BOSISIE KOpUCTyBavyam
ONCTaHUINHO BMMKATK KOMN'IOTEPU, BUKOPUCTOBYHOUM TexHonorito Wake-on-LAN (Wol) [5]. KoxeH npucTpin mae
ceoto MAC-aapecy i BigobpaKaeTbCH B ronOBHOMY BikHi iHCTpyMeHTa. He niaTpumye ogHoYacHe BBIMKHEHHS
JeKinbKox KoMM'toTepiB, ane Hagae 3pyyYHUn iHTepdenc ans iHaMBeigyanbHOro ynpasniHHA NPUCTPOSMM.
IHTepdenc aopatky 306paxeHo Ha pucyHky 1.3. Puc. 1.3. InTepdenc HM Software NL WolL OcHoBHi
moxnusocTi HM Software NL Wol BkrtoyatoTb: CTBOPEHHSA CNNCKY NPUCTPOIB. KopncTyBadi MOXYTb CTBOPUTU
CMMCOK NPUCTPOIB, K NOTPIGHO NpobyaKyBaTh. KoxkeH NpucTpin mae im's, 3Ha4vok i MAC-agpecy, Lo 403BONsE
nerko igeHTudikyBaTu i KepyBaTtu koMmn'toTepamu B mepexi. Beb-iHTepderic. MNMporpama Hagae 3py4Hun Beb-
iHTepcbenc ans kepyBaHHSA CNMCKOM NPUCTPOIB Ta iX NpobyaKeHHs. Lie pobuTb iHCTPYMEHT AOCTYNHUM HaBiTb
Ons KopucTtyBaudiB 6e3 rmmnboknx TeXHIYHUX 3HaHb. BigganeHe BBiMKHEHHS. KopucTyBadi MOXyThb BigganeHo
BMUKaTU KOMM'IOTEPU, HAACWIAYM MarivHi naketn 3 Beb-iHTepdency nporpamu. Lie o3BOnsE 3pyyYHO kepyBaTtu
Komn'toTepamm 3 Byab-akoro Micusi B riokanbHin mepexi. HM Software NL Wol mae gesiki oOmexxeHHs:
BigcyTHICTb NigTPMMKM OAHOYACHOIo BBIMKHEHHS. [Mporpama He 403BOMNS€E OAHOYACHO BMUKATM Kirlbka
kKomn'toTepis. [N KOXHOro NPUCTPOIO MNOTPIGHO BPYYHY HaACUnaTh MarivHMn nNakert, Wo Moxe 6yTn He3py4yHUM
ans senukmnx mepex. CymicHictb nuwe 3 Windows 10. IHCTpyMeHT npautoe Tinbkn Ha onepauiniHin cuctemi
Windows 10, wo obmMexye Noro BUKOPUCTaHHS Ha NPUCTPOSAX 3 iHWnMK Bepciamn Windows abo iHwmnmum
onepauinHnmmn cuctemamm. ObmexeHa asTomaTusauisi. [llporpama He niaTpnmMye QyHKLit0 aBTOMaTUYHOIO
BBIMKHEHHSA MPUCTPOIB 3a PO3KnaaoM abo iHLWNX PO3LLMPEHNX MOXMBOCTEN aBTOMaTm3aLii. Omxe, HM Software
NL WolL e kopucHum gogatkomM ang 6a3oBoro ynpasniHHA BigadaneHUM BBIMKHEHHSIM KOMN'HOTEPIB Y NOKanbHUX
Mepexax, ane Tinbkv ans kopuctysauis Windows 10. Moro 3pyyHuii iHTepdeiic i MOXNMBICTL CTBOPEHHS CIIUCKY
NPUCTPOIB poBnATb MOro AOCTYNHUM i NPOCTUM Y BUKOpUCTaHHI. OgHak, BiACYTHICTb NiATPMMKU OQHOYACHOrO
BBIMKHEHHS KifTbKOX KOMM'IOTEPIB Ta OOMEXEHHST LLIOAO CYMICHOCTI 3 iHLLUMMMK onepauinHuMn cuctemamm
3HUXKYIOTb Oro e(PeKTUBHICTb Y BEMUKUX Mepexax abo HaBYanbHUX 3aknagax, Ae HeobxigHa GinbL
MacwTaboBaHa Ta nigxogsia cuctema ynpaeniHHs. SolarWinds Wol SolarWinds Wake-On-LAN — ue
KOMM'IOTEPHUI OOAATOK ANs BigdaneHoro BBiMKHEHHSA KOMM'IOTEpPIB, po3pobneHunii koMmnaHieto Solar\Winds, sika
cneuianisyeTbCsl Ha CTBOPEHHI NporpaMHoro 3abesneyeHHs ons ynpaeniHHa | T-iHdbpacTpykTypoto [6]. Lien
iHCTPYMEHT [,03BOSISIE agMiHiCTpaTopamM Mepexi ANCTaHLIMHO BMUKATK KOMM'IOTEPH, LLO NepedyBatoTb Yy PEXNUMI
CHy abo BUMKHEHOMY CTaHi, HaAcunawuun MaridHi nakeTn Yepes nokanbHy mepexy. Burnaa nporpamm nokasaHo
Ha puCyHKy 1.4. Puc. 1.4. IHTepdeinc SolarWinds Wol OcHoBHi MoxnumBocTi SolarWinds Wake-On-LAN
BKMOYaloTh: BigaaneHe BBIMKHEHHs1 koMN'loTepiB. IHCTpymMeHT npunmae MAC-afpecy LinboBoro komn'rotepa i
Hafcunae crneuianbHO CTBOPEHUI MaridHWIA NakeT, Sk NpobymKye NPUCTPIN. MHyYKi HanawTyBaHHA MepPeXi.
SolarWinds WolL moxe npautoBaTu B pisHUX MepexeBnx cepegosuLiax, skrtodatoum VLAN Ta pisHi nigmepexi,
Lo pobuTb Oro yHiBepcanbHUM iIHCTPYMEHTOM 41151 YNPaBIiiHHS Pi3HOMaHITHAMN MepexaMu. [HTYITUBHUIA
iHTepdenc kopuctyBaya. [Nporpama Mae NPoCcTUm i 3po3yminuin iHTepdenc, Wo O3BOMSAE Nerko HanawwTyBaTH i
BMKOPUCTOBYBATW IHCTPYMEHT HaBiTb KOPUCTYBayam 3 obMexeHUM TexHiYHUM goceigom. SolarWinds Wake-On-
LAN mae gekinbka obmexeHb: OgHopa3oBe BBIMKHEHHS!. IHCTPYMEHT A03BOMSIE BMUKATK fNLLE OANH KOMN'KOTEP
oaHoyacHo. Lle o3Hauvae, 1Wo ang npobyaKeHHs1 BEMUKOT KiNbKOCTI MPUCTPOIB KOPUCTYBaYy AOBEAETLCHA BPYUHY
HagcunaTh MaridyHMIn NakeT s KOXXHOIo KOMM'IOTEpPa, WO MOXe OyTW HE3PYYHUM | TPYAOMICTKMM NPOLIECOM.
BigcyTHicTb aBTOMartm3auii. [logatok He niagTpuMye (OyHKLUiT aBTOMaTUYHOIO BBIMKHEHHS KOMM'lOTEpIB 3a
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po3knagom abo rpynoBoro yrnpaeniHHS, Lo obmexye Moro epekTUBHICTb Y cepeaoBuLLax, Ae notTpibHa Bucoka
CTyniHb aBTOMaTM3adii. ObmexeHa iHTerpaudisi. IHCTpyMEHT He NPONoHye rMMBOKOI iHTerpauii 3 iHWnMK
cMcTemMamy ynpaBsniHHA Mepexeto, LWo Moxe ByTn HeobxigHo Ans 6inbLl KOMNNEKCHOro ynpasniHHS 1T-
iHdpacTpykTypoto. SolarWinds Wake-On-LAN € 3py4yHUM i e(peKTUBHUM IHCTPYMEHTOM 1151 BigganeHoro
BBIMKHEHHSA KOMM'IOTEpIB Y NoKanbHUX Mepexax. Moro npocTui iiTepdeiic | THyuKi HanalTyBaHHS pobnsTh oro
OOCTYNHUM AN LUMPOKOro Kona Kopuctysadis. [poTe obMexeHHs LLoao 04HOYACHOrO BBIMKHEHHS NuLLe 04HOro
NPUCTPOLO Ta BiACYTHICTb OYHKLUIT MNaHyBaHHS BBIMKHEHHSI KOMM IOTEPIB MOXYTb ByTN HegonikaMu y BEMNUKUX
Mepexax abo HaByanbHUX 3aknagax, e noTpibHa MOXNMBICTE MacoBOro kepyBaHHS KoMM'loTepamu. [Anga Takmx
BMMAKIB BAPTO PO3MsHYTM 4OAATKOBI ab0 anbTepHaTMBHI pilleHHs!, Siki 3a0e3nedyioTh binblly MacLTaboBaHICTb
Ta aBTomMaTmaauito. 1.2. OCHOBHI napameTpu, HeoOXiaHI Ana BUKOpUCTaHHs TexHonoril Wol. [locnifKeHHsa ymoB
ANs BBIMKHEHHS1 KOMMN'toTepiB 3a gornomMoroto Wol Mae BaxniMBe 3Ha4YeHHs Ans 3abesnevyeHHs 6e3nepebiiHol
po60oTn HaB4YanbHUX NpoueciB. Lie [o3Bonse cTyaeHTam Ta BUKknagadam 36epiratv 4OCTyn 40 HeObXigHMX
pecypciB He3anexHo Big Micus IXHboro nepedyBaHHs. Kpim Toro, npaBunibHa HacTporka Ta BUKopucTaHHa VWol
crnpusie onTuMisaLii eHepProcnoXXmMBaHHs, 3MEHLLEHHIO BUTPAT Ha eNEKTPOEHEPrito Ta NiABULLEHHIO 3aranbHol
edEeKTMBHOCTI BUKOPUCTaHHS KOMM'toTePHOT TexHiku. OCHOBHI NapaMeTpu Ta HanawTyBaHHs, HeobxigHi Ang
YCMiLLHOrO BMKOPUCTaHHA TexHororii VWol., oXonmoTb Aekinbka BaxnMBuX acnekTiB: MepexeBa kapTta. Bubip Ta
HanalTyBaHHS MEPEXEBOI KapTu, sika niaTpumye Wol, € Kno4oBUM KpOKOM Ans 3abe3nevyeHHs yHKLIOHYBaHHS
TexHonorii. BaXnnBo nepekoHaTnCs, WO MepPEXeBi KapT KOMN'IOTEPIB MatoTb HEOOXiAHY anapaTHy NiATPUMKY Ta
NpaBunbHO HanalwToBaHi AN NpMrhoMy MaridyHnx naketis. Mepexesi BuMmorn. [1ns ehekTMBHOrO BUKOPUCTaHHS
WolL Heo®xigHO HanawTyBaT! MapLIpyTU3aToOpn, KOMYTaTOPK Ta iHLWi MepeXeBi MPUCTPOT TaKMM YMHOM, LLOO
BOHM MigTpUMyBanu nepegaBaHHs MariyHUX nNakeTiB. Lie MoXe BMMaraTtu cnewianbHOro HanawTyBaHHS nopTiB Ta
noptdopeapauHry. OnepadinHa cuctema Ta BIOS/UEF|. HanawTyBaHHA onepauifHOi cucTeMu Takox Bigirpae
BaXXNMBY porsib Y 3abes3neyveHHi pobotn Wol.. B onepauiviHin cuctemi HeobxigHo akTmByBaTtu nigTpumky Wol,
HanawTyBaTu napameTpu eHepro3bepexxeHHs Ta 3abe3neynT CyMiCHICTb ApariBepiB MeEpPEXEBUX KapT.
BIOS/UEFI - 6a3oBa cuctema Beogy-BmBoay (BIOS) abo ii cydacHuii aHanor UEF| Takox NOBMHHI ByTu
HanawToBaHi ans niatpumkun Wol.. Lle Bkntoyae BBIMKHEHHS BiANOBIAHMX ONUiM Yy HanawTyBaHHAX BIOS/UEFI,
SIKi JO3BONSAIOTL MEPEXEBIV kapTi NpoOymKyBaT koMmn'toTep. beaneka. BukopuctaHHsa VWol noe'ssaHe 3 NEBHUMMU
pusnkamu ans 6esnekn mepexi. HeobxigHO BXUTK 3axodiB Ans 3aXMCTy Bi HECAHKLIOHOBAHOIO 4OCTYynNY,
30Kpema, BukopuctoByeaTtu 6paHamayepu, VPN Ta iHWi 3acobu 6e3nekun. BpaxyBaHHS UUX acnekTiB € KpUTUYHO
BaXXNUBUM ANA ycniwHoi peanidauii TexHonorii Wake-on-LAN. Y LbOMy po3aini AeTanbHO po3rigHYTO KOXEH 3
HUX, HaJa4n pekoMeHaauii Woao HanawTyBaHHA Ta ONTMMI3aLil cuctemmn onsi 3abeaneyveHHs HagiHoI Ta
edeKTMBHOI poboTH KOMN'IOTEPHUX NabopaTopin y HaB4anbHKX 3aknagax [7]. 1.3. MepexeBa kapTa. MepexeBa
KapTa € KIto4OBUM KOMMOHEHTOM KOMM'IOTEPHOI CUCTEMU, KU 3abe3nedye 3B'A30K 3 iHLUMMU NPUCTPOSMM Y
nokaneHin mepexi (LAN) abo yepes IHTepHeT [8]. [lns peanisauii TexHonorii Wake-on-LAN (Wol) BaxnuBo, o6
MepexeBa KapTa nigTpumysana uto yHkUito | Byna npaBunbHO HanawToBaHa. TMnM MepexeBnx KapT ICHYOTb
Pi3Hi TMNKM MepeXeBUX KapT, ane He BCi BOHWN NigTPMMYOTb pyHKLito VWol.. OCHOBHI TUNK MepexXeBux KapT
BKMOYalOTh: IHTerpoBaHi MmepexeBi kapTn. BOyaoBaHi B MaTepuHCbKy nnaTy komn'totepa. binbLicte cyvyacHux
MaTepUHCbKMX NnaT nigTpumyoTs Wol, ane nepesn BUKOPUCTaHHAM Liel dyHKUiT HeobxigHO nepekoHaTucs B i
HasiBHOCTI Ta BBIMKHEHHI y HanawwTyBaHHsaX BIOS/UEFI. [lnckpeTHi mepexeBi kapTu. OKpeMi KapTu, sKi
BCTaBNATLCA Y CMOT PO3LUMPEHHSA MaTeEPUHCLKOI nnatu (Hanpuknag, PCle). OuckpeTHi MepexeBi KapTu 4acto
MatoTb KpaLly NpoayKTUBHICTb | AodaTKoBi dyHKUil, ane ansa nigTpumkm VWol HeoOxigHO nepekoHaTucs, Wo
KOHKpeTHa MoAenb KapTu Mae Lo pyHKUio. HanaltyBaHHS MepexeBoi kapTv ang niatpumkn Wol [ins Toro,
Wob MepexeBa kapTa Morna npuiMaTti MariyHi nakeTn Ta npobyaxysaTtu Komn'loTep, HeOOXiAHO BUKOHATU
Jekinbka kpokis: Nepesipka nigTpumkn Wol.. MepexeBa kapTa NOBUHHA NiaTpuMmyBaTu pyHKuito Wake-on-LAN.
Lle moxHa 3HanTK y cneumdikaLisx BupobHnka abo y HanawTyBaHHAX ApanBepa mepexeBoi kapTu. OHOBREHHS
apavisepis. NoBNHHO OYTU BCTAHOBMNEHO OCTaHHIO BEPCIO ApanBepa ANst MepexeBoi kKapTu. OHOBMNEHHS
ApariBepiB MOXYTb MICTUTU NOKPALLEHHS | BUNPAaBIEHHS, L0 CTOCYOTbCA dyHKLUioHyBaHHA Wol. BIOS/UEFI
HanawTyBaHHA. BkntoveHHs niatpumkn Wol y HanawTyeaHHAX BIOS/UEF! (geTanbHO onncaHo B Nigpo3aaini
2.4). OTxxe, MepexeBa KapTa € BaXnuBum enemMeHToM ansa peanisadii texHonorii VWake-on-LAN. Bubip
NpaBUITbHOI MEPEXEBOI KapTK, il HANaLTyBaHHs Ta 3abe3nedeHHs nigTpumkn Wol Ha piBHI ApaiiBepiB i
nporpamMHoro 3abesnevyeHHs € HeOOXigHUMUN KpokamMu Anst ehEKTUBHOIO BUKOPUCTAHHS Liei TexHonorii. KopekTHe
HanawTyBaHHSA MepeXxeBoi KapTh 403Bosie 3a6e3neunT HaginHe i 3pyYyHe AUCTaHLiHe BBIMKHEHHS
KOMM'lOTEepIB, WO € BaXXNIMBMM ONSA opraHidauii epektuBHoi pobotn. 1.4. Ornsag BIOS ta UEFI BIOS (aHrn. Basic
Input/Output System — 6a3oBa cuctema BBefeHHSA/BUBeAeHHS) y IBM PC-cymicHMx koMn'toTepax — Tun
firmware, LWo 36epiraeTbCs y NOCTiVHIA Nam'aTi | BUKOHY€E NOYAaTKOBY iHiLlianisauito MalwmHK nicns ii YBIMKHEHHS, a
TakoX HaZae cneLianbHi TOYKM BXOAY 4SS CepBiCHUX NpoLeayp, WO MOXYTb BUKOPUCTOBYBATUCS ONepaLifiHO
cuctemoto. Y cydacHux komn'totepax BIOS BUKOHYe iHiLiani3auito i TeCTyBaHHA anapaTtHUX KOMMOHEHTIB, i
BMKOHYE MOYaTKOBE 3aBaHTaXXEHHS OnepaviiHOi CUCTEMM LLUNAXOM YMTaHHS | 3anycKy NporpaMmn-3aBaHTaXHMKa 3
Hociq iHdpopmaLii (Hanpuknaga, xopcTtkoro gucka) [9]. UEFI (anrn. Unified Extensible Firmware Interface —
iHTepgenc posLnproBaHoil

LUntnposanus: 0,01% id: 5
«MPOLUNBKUN»

) — iHTepderc MK onepawifiHO CUCTEMOLO | MiKponporpaMmamu, siKi KepytoTb HU3bKOPIBHEBUMU GOYHKLLIAMMN
Komn'toTepHoro obnaaHaHHA. OcHoBHe npusHaveHHa UEFI: kopekTHO iHilianisyBaTtn obnagHaHHsS Npy yBIMKHEHHI
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CUCTEMU Ta NepefaTn ynpaeniHHA 3aBaHTaxyBady onepadinHoi cuctemu. UEF| npusHadeHun ansa 3amiim BIOS
— iHTepdpency, aknin TpaguLinHo BUKOPUCTOBYETLCA BCiMa |IBM PC-cyMiCHUMM nepcoHanbHUMK KOMM'toTepamu.
Mepwa cneumdikauis UEFI (Togi we npocto

LUntnposaHus: 0,01% id: 6
«EFI»

) Oyna po3pobrnieHa komnaHieto Intel, misHiwe Big NepLuoi Ha3BK BiOMOBUINCA A OCTAHHSA BepCis CTaHOapTy Mae
Ha3By Unified Extensible Firmware Interface (UEFI) [10]. BIOS (Basic Input/Output System) ta UEFI (Unified
Extensible Firmware Interface) € KpUTUYHO BaXXNIMBUMM KOMMOHEHTAMN KOMM'IOTEPHMUX CUCTEM, SKi BignoBigaTb
3a NoyaTKoBE 3aBaHTAXEHHS Ta HanalwTyBaHHA anapaTHUX pecypciB. BoHW Takox BifgirpatoTb KNOYOBY posib Y
3abesneveHHi niaTpumkn TexHonorii VWake-on-LAN (WoL). OcHoBHi goyHkuii BIOS Ta UEFI IHiuianizauis
anapaTtHux komnoHeHTiB: BIOS Ta UEFI| BUKOHYIOTL NOYaTKOBY NepeBIipKY Ta HanalTyBaHHS BCix anapaTHuX
KOMMOHEHTIB CUCTEMMU, BKMOYAKOUM NpoLecop, Nam'atb, XOPCTKI ANCKM Ta nepudepinHi NpucTpol. 3aBaHTaXeHHs
onepadinHoi cuctemu: MNicna 3aBepLUeHHs iHilianisauii anapatypu, BIOS a6o UEFI nepeaatoTb ynpaeniHHA
3aBaHTaxyBayy onepadinHol cuctemun. HanawtyBaHHA cucTeMHUX napameTpis: KopncTtysadi MOXYTb 3MiHIOBATU
Pi3HOMaHITHI CUCTEMHI HanalTyBaHHS, BKITOYa4M NOPSAOK 3aBaHTaXXEHHS!, MapaMeTpu eHepro3depexeHHs Ta
iHLWi cpyHKLIT, yepes iHTepderic BIOS abo UEFI. [inga 3abe3nevyeHHs yHKuUioHyBaHHsS VWol HeobxigHO
HanalwTyBaTu BignoigHi napametpu y BIOS abo UEFI. Po3rnsiHemo aeTanbHille Kpoku, HeoOXigHi Ans akTueauii
uiei cdoyHkuii. HanawTysaHHs BIOS Bxig go BIOS: ins Bxogy Ao BIOS HeobxigHO HAaTUCHYTK BigNoBigHY Knasilly
nig Yac 3aBaHTa)keHHs Komn'toTepa. 3assuyan ue knaeiwa Delete, F2, F10 abo Esc. IHdbopmauia npo HeobxigHy
KnaBilly YacTo BigobpaxaeTbCs Ha ekpaHi nifg Yac 3anycKky cuctemu.

AkTuBauia dyHkuii Wake-on-LAN: Power Management: MNepengits Ao po3ainy

LntuposaHus: 0,02% id: 7
"Power Management"
abo nogibHoro. Y LboMy po3aini 3HandiTe napameTp

LUntnposaHus: 0,01% id: 8
"Wake-on-LAN"
abo

Lntnposanusa: 0,04% id: 9

"Power On By PCI/PCle Device".

Enable WoL: BBiMKHiTb NapameTp, Wwob J03BONNTU NPODYIKEHHS] CUCTEMU Yepe3 MEPEXKEBUIA CUTHAT.
36epexeHHst 3MiH: [icna BHeCEHHs 3MiH 30epexiTb ix Ta Bungite 3 BIOS. Lie MmoxHa 3pobuTun, obpasLum onuito

LUntnposanus: 0,03% id: 10
"Save and Exit". [9]

HanawTtyBaHHa UEFI| Bxig no UEFI: [Ins Bxogy o UEF| HeobGxigHO HAaTUCHYTK BigNoBigHY Knasiwy nig vac
3aBaHTaXeHHs komn'loTepa, 9K i y Bunagky 3 BIOS. logaTtkoBo MoxHa yBinTu o UEF| 3 onepauiiHoi cuctemm
(Hanpuknag, yepes napametpu Windows 10). Aktueauisa doyHkuii Wake-on-LAN: Advanced Settings: MNepengitb
00 posgainy

LnTtnposanus: 0,02% id: 11
"Advanced Settings"

abo nogibHoro. 3asBnyan napaMmeTpu HanawTyBaHHsA Wol 3HaxoasaTbes y nigpo3aini, NoB's3saHoMy 3
HanawTyBaHHSMU MepexeBnx kapT abo eHepros3bepexeHHs. Wake-on-LAN: 3HangiTe napameTp

LUntnposaHus: 0,01% id: 12
"Wake-on-LAN",

LintuposaHus: 0,02% id: 13
"Wake on PCI-E",
abo

LntnposaHus: 0,02% id: 14

"Network Boot"

i BBIMKHITb Moro. MAC Address Pass Through: [lesiki cuctemm notpebyoTb BBIMKHEHHS MapaMeTpy
Lntnposanus: 0,03% id: 15

"MAC Address Pass Through"

ans kopekTHoi pobotn Wol.. 36epexeHHst 3MiH: INMicnsa BHeCeHHs1 3MiH 30epeXxiTb X Ta Bunaite 3 UEFI. 3asBuyan
Le MOXHa 3pobuTK Yepes onLito
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Lintupoeanus: 0,049 id: 16
"Save Changes and’ EX|t" [10]
MpaBunbHe HanawTysaHHa BIOS ta UEF| € ocHoBHOIO 3anopykoto ycnixy dyHkuioHyBaHH:A Wake-on-LAN.
BkritoueHHs HeobxigHMX napameTpis, Takmx gk Wake-on-LAN ab6o Power On By PCI/PCle Device, go3sonsie
MEpPEXEBIN KapTi NpUAMaTK MaridHi nakeTn Ta NpobymKyBaTn KOMM'IOTEP 3 BigdaneHoro ctaHy. 3abesneyeHHs
BignoBiaHMx HanawTyBaHb ¥y BIOS/UEFI Ta gpanBepax onepauinHoi cucteMu rapaHTye HafinHy poboty Wol,
LLIO € BaXIMBUM 41181 OpraHisaLii epeKTMBHOro i 6e3nepepBHOro HaB4anbHOro NpoLecy B yMOBaxX BigaaneHoro
[OCTyny 40 KoMM'toTepHUX nabopaTtopin. 1.5. MepexeBsi BuMorn [ns ycnilwHOro BUKOPUCTaHHA TexHonorii VWake-
on-LAN (WoL) HeoOxigHO 3abe3neunTu BignoBigHi HanawwTyBaHHS HE NULLIE Ha PiBHI KOMM'IOTEPHOIO
obnagHaHHA, a 1 Ha piBHI MepexeBoi iHppacTpyKkTypu. Lle Bknovae HanawTyBaHHSA MapLupyT13aTopis,
KOMyTaTopiB, NOPTIB Ta MEPEXEBUX NPOTOKOMIB. Po3rnsHeMo AgeTanbHille KOXeH 3 LMx acnekTis. HanawTtysaHHs
MapLupyTM3aTopiB i komyTaTopie MapwpyTtusatopu (poytepu): MNoptdopBapauHr. ns nepegadi mariyHOro
NakeTy 3 30BHILLUHbOT MepEeXi 4O NOKarnbHOI Mepexi HeobXigHO HanawTyBaTN NOPTAOPBAPANHT Ha
MapLupyTum3aTopi. 3a3Buyan BukopuctoByeTbes nopt UDP 7 abo 9 gna Wol. LnpokomosHi (broadcast)
nosigomneHHs. barato mapLupyTM3aTopis GNOKyTb LLUIMPOKOMOBHI NakeTU 3 30BHILLUHIX MepexX 3 MeTor Besneku.
HeobxigHO nepekoHaTnCs, WO MapLUpyTM3aTop NiATPUMYE NepecunaHHs LWMPOKOMOBHMX NAKETIB Y FIOKarnbHYy
mMepexy. HanawTyBaHHsa cTatnyHol IP-agpecu. Komn'totepu, aki HeobxigHo npobyaxysaTtu 3a gonomoroto Wol,
MOBMWHHI MaTu cTaTu4Hi |P-agpecn abo 3ape3epBoBaHi |P-agpecu Ha mapLupyTuaaTtopi. KomyTtatopu (CBIiTui):
MigTpumka Wol: lNepekoHanTecs, Wo KoMyTaTopu y BaLlii Mepexi NiATPUMYITb nepegadvy mMaridyHUX nakertis.
[eski kKomyTaTtopn MOXyTb B6/10KyBaTK Taki nakeTu 3a 3amoBdyBaHHAM. HacTponka VLAN: AKWwo y BaLwii mepexi
BukopuctoByeTbest VLAN, HeoOXigHO 3a6e3neunT HanalTyBaHHS TakKMM YMHOM, LLOO MariyHi naketn mMornm
nepegasatucsa mix pisHumn VLAN. Ponb nopTis i noptdopBapaunHry nsa kopekTHoi po6oTn Wol HeobxigHo
HanawTyBaTh NOPTK i NOpTdOpBapANHT Ha MapLpyTusatopi: Moptn UDP 7 i 9. HanyacTiwe BUKOPUCTOBYETLCS
UDP-nopt 7 abo 9 ans nepegadi mariyHoro nakety. MoTpibHO HanawTyBaT MapLLpyTU3aToOp Ha NepecunaHHs
nakeTiB, WO NPUXO4ATb Ha Li NOPTWU, OO BHYTPILWHBLOT Mepexi. MopTdopBapavHr. HanawTyBaHHA
noptdopeapanHry 3abesnevye nepecunaHHsa NakeTiB 3 30BHILLIHLOI Mepexi A0 nokaneHoi. Hanpuknaga, sKwo
komn'toTep 3HaxoauTbesa 3a NAT, HeobxigHO CTBOPUTU NpaBMNo NOPTOPBaAPAVHIY Ha MapLUpyTU3aTopi 4ns
BignosigHoro nopty. LLnpokomoBHi agpecu. [na 3abesneyeHHss pobotn WoL y nokanbHin Mepexi mariyHi naketm
3a3BuYai BianpaBnAlTLCA Ha LUIMPOKOMOBHY aapecy (Hanpuknag, 192.168.1.255 ons mepexi 192.168.1.0/24).
Bumorn go mepexesoro npotokony Ta IP-agpecauii Mepexesun npotokon: UDP (User Datagram Protocol): WoL
Bukopuctosye UDP ans signpasku mariyHoro nakety. UDP nossonsie nepenasaty naketn 6e3 BCTaHOBMNEHHS
3'€dHaHHS, WO NigxoanTb ANs WBKMAKOI | Nerkoi nepegadi LUIMPOKOMOBHUX NakeTiB. IPv4 i IPv6: TexHonoris Wol
nepeBaXxHO BUKOPUCTOBYETLCA 3 |IPv4, ane aeski cydacHi Mepexesi NpUCTpOi NiATPUMYIOTb TakoxX |[Pv6. Y
BMMaAKy BUKOPUCTaHHSA |IPv6, HeoOXiAHO NepekoHaTUCS, WO MapLLpyTM3aTopu Ta KOMyTaTopy NiaTPUMYHOTb
LUMPOKOMOBHI MakeTn y LibOMY NpoTokoni. IP-agpecadia: CtatnyHi IP-agpecn: Komn'totepu, siki noTpibHO
npobyaxysaTtun 3a gonomoroto Wol,, noBMHHI maTn ctatnuHi IP-agpecun abo 3apesepsoBaHi DHCP-agpecu, w06
OyTun 3aBxaM OOCTYNHMMU 3a ogHieto |P-agpecoto. PesepByBaHHA agpec: Ha mapLupyTnsatopi MoXxHa
HanawTyBaTu pesepByBaHHSA |P-agpec ons neBHux MAC-agpec, wob 3abe3neynT NoCTinHy SOCTYMHICTb
KoMn'toTepiB 3a ogHieto i Tieto x |IP-agpecoto. Bumorn ao mariyHmx naketis dopmat maridyHoro nakety. MariyHum
nakeTt cknagaeTtbea 3 6 6anTie 0xFF, 3a akumum naytb 16 nosTopeHs MAC-agpecu LinboBoro kommn'totepa. Lien
nakeT HaACUNaeTbCA LWMPOKOMOBHO abo A0 KOHKPeTHOI agpecu. LLnpokomoBHa agpeca. [NakeTu NoBUHHI
HagcunaTucs Ha LUMPOKOMOBHY aapecy Mepexi, wob 6yTn NPURHATMMM BCiMa NPUCTPOSaMA y Mepexi. CymiCHICTb
3 MepexeBnmun kaptamu. MepexeBa KapTa NOBUMHHa ByTW HanawwToBaHa Ha NPUIAOM MariYHUX NaKeTIiB Y PEXNUMI
o4ikyBaHHA abo cHy. 3abe3neyeHHst NPaBUITbHUX MEPEXEBUX BUMOT € KIFOHOBUM (PakTOpOM ANs YCNiLUHOI
peanisauii TexHonoril Wake-on-LAN. BpaxyBaHHS BCiX HEObOXiAHMX HanawTyBaHb Ha PiBHI MapLUpyTM3aTopiB,
KOomyTaTopiB, NOpTiB Ta |IP-agpecauii 4o3Bonsie 3abe3neumT HaginHy i epeKkTnBHy poboTty Wol, o € BaXknmemm
Ans opraHisauii 6e3nepebinHOro HaB4aneHOro NPoLecy B CydacHUx ymoBax. BucHoBku o posainy Y posgini
HaBeAEeHO MOPIBHAMBbHY XapaKTEePUCTUKY iICHYOUMX KOMIMIOTEPHMX JOAATKIB Ta nporpam Ans sigaaneHoro
BBIMKHEHHSA KOMM'IOTEpiB 3a fonomoroto TexHonorii Wake-on-LAN. Byno gocnig)eHo, Lo icHytoui foaaTku
MatoTb OyHKLUIilO BigganeHoro BBiMKHEHHS KOMITOTepa, A0AaBaHHS HOBMX KOMITIOTEPIB Y CNNCKM Ta 306epeXeHHs
X AaHi AN 3pyYHOCTi Ta KOPUCTYBaHHA HUMK Y ManbyTHbOMY, 3pyYHUI iHTepdenc. [na 3abesneyeHHs
3py4yHoCTi Ta 6araTtodyHKUioHanbHOCTI Tpeba, Wob KOMM'ITEPHUN 4O4ATOK TaKOX MaB OYHKLiI0 BBIMKHEHHS
BaraTbOx KOMM'OTEPIB OAHOYACHO. byno po3rnsaHyTO OCHOBHI YMOBM Ta HanalwTyBaHHSA, HEOOXigHI Ans yChilWHOro
BUKopucTaHHA TexHonorii Wake-on-LAN. [leTanbHO AOCAIOKEHO KMOYOBIi KOMMOHEHTHU, SKi BigirpatoTb BaXmBy
porib y 3abe3neveHHi PyHKUiOHYBaHHA WoL: MepexeBnx KapTax, MepexeBin iHbpacTpyKkTypi (MapLupyTM3aTopax
i KomyTaTopax), a Takox BIOS Ta UEFI. [Ina edekTnBHOro BUKOpUCTaHHA Wol mepexeBi KapTu NOBUHHI
nigTpuMyBaTh L0 OYHKLIO | BYTK HanalTOBaHi TakKMM YMHOM, LWOO npuinmaTty mMarivHi nakeTtu. Lle Bkntovae B
cebe HanaluTyBaHHs ApanBepiB y onepauinHin cMcTeMi, ki 4O3BONATE MEPEXKEBIN KapTi 3anuwaTtucs
aKTUBHOLO, HaBiTb, Y PeXuMi CHy abo Konm komn'toTep BUMKHEHO. BcTaHoBNEHO, W0 HanawTyBaHHA BIOS Ta
UEFI € kpuTnyHMM ans 3abeanedeHHs dyHkuioHyBaHHSa Wol. Y BIOS abo UEF| HeoOxigHO akTuByBaTh GOYHKLIHO
Wake-on-LAN y posginax HanawTyBaHHs Power Management. BaxnvMBo Takox HanaluTysaTu napameTpu
eHepro3bepexxeHHs, Wob MepexeBi KapTn OTPUMYBAIIN XXUBMEHHS Y PEXNMI CHY ab0 BUMKHEHOMY CTaHi. [lesiki
napameTpu, siki 0OMeXYI0Tb XMUBNeHHs (Hanpuknag, ErP Support), MoxyTb noTpebyBaT BUMKHEHHS NS
KopekTHoi poboTn Wol.. Kpim Toro, 3’scoBaHo, L0 MepexeBa iHppacTpykTypa NoBUHHA OyTW HanawToBaHa Ans
nigTpumkn Wol. Lle o3Havae, Lo MapLupyTM3aTopu MatoTb OyTK 3aaTHi nepeHanpaBnsaTy MariyHi naketn Ha
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npasunbHi nopTn (3a3smdart UDP 7 i 9). Kpim Toro, komyTaTtopu NOBUHHI NiATPYMYBATU LLMPOKOMOBHI NakeTHw,
WoO 3abe3nevnTn JOCTaBKY MariyHMX NakeTiB OO LiNboBMX KOMM'IOTepPIiB. BukopmncTaHHsa ctatuyHmx IP-agpec abo
DHCP-pe3epByBaHHA Takox Moxe cnpuaTu ctabinbHin poboti Wol. [Ina 3abe3neyeHHss HagiiHOT po6oTu
KOMMN'tOTEPHOI iHDPaCTPYKTYpW BaXKNUBO NigXOAMNTM A0 HanawTyBaHHa Wol komnnekcHo. Lle Bkntoyae
KOOpAMHaLi0 HanawTyBaHb Ha PiBHIi anapaTHOro 3abesneyeHHsi, MEPEXEBOI iHPPACTPYKTYpU Ta CUCTEMHOTO
nporpamHoro 3abesneyveHHs. Tinbky Npu JOTPUMaHHI BCiX HeOBXiAHNX YMOB MOXHa rapaHTyBaTu cTabinbHe Ta
edekTuBHe BukopucTaHHs Wol.. MNpaBuribHe HanawTyBaHHA MepeXeBnxX KapT, MapLlpyTu3aTopis, KOMyTaTopis,
BIOS Ta UEFI 3abe3nevye MOXNMBICTb BiaganeHoro kepyBaHHS Ta NpobyaxeHHsA KOMM'loTepiB, LWo € 0cobnueo
BaXXMBUM B YMOBaXx AUCTaAHLINHOro Ta ribpnaHoro HaB4aHHA. Takuii nigxia 4o3sonse 3abe3neyuntu
Be3nepepBHMIN OCTYN A0 KOMM'IOTEPIB, NIABULLNTM €hEKTUBHICTL BUKOPUCTAHHSA KOMM'IOTEPHUX nabopaTopin i
cnpusiTh 6e3nepebiliHii poboTi OCBITHIX NPOLECIB. 3aranom, KOMMSEKCHUIA Nigxig Ao HanawTyBaHHs VWol He
nuwe nokpatlye yHKLiOHYBaHHA KOMM'IOTEPHOT iHPPaCTPYKTYpH, ane 1 niasuLLye piBeHb 1l HagiMHOCTI Ta
3pYYHOCTI Ans KOpUCTyBadiB, Wo pobuTb Len Niaxia KPUTUYHO BaXXnMBUM Yy cydacHux ymosax. PO34I1 |1

ornAL TEXHONON T WOL 3mH. Apk. Ne gokym. Mignuc Oata Apk. 23 ITC.4KI1.0124.03-MN3 Po3po6. Cnac O.A
KepiBHuk MoruneHun I A. PeueHs. Ko3y6 FO.I. H. KoHTp. 3aB. kad. CemeHos M.A. PO3[II1 III

PO3POBKA MPUHLIMNOBOI CXEMW NMPUCTPOLO Nit. Akpywis 12 MTHY Kadeapa ITC, Mp.4Kl . OpgHieto 3
KIHOYOBMX TEXHOMOrIN, sika [03BONAE epeKTUBHO KepyBaTu KOMN'IOTEPHUMM cucTeMamu BigaaneHo, € Wake-on-
LAN (Wol). Lis TexHonoris Ao3Bonsie agmiHicTpatopam Mepex Ta KopucTyBadam OUCTaHLINHO NpobyoKyBaTh
KOMM'loTepW, sKi 3HAX0OATbCS Yy CTaHi CHY ab0 BUMKHEHOMY CTaHi, L0 3HAYHO NiaBuLLYE e(PEKTUBHICTb
BMKOPUCTaHHA MEPEXEBUX PECYPCIB Ta 3HUXKYE BUTPATN Ha EHEProcrnoXxmnsaHHs [7]. 3HaYeHHSA Ta BaXMBICTb
WoL y cyqacHUX KOMN'tOTEPHUX Mepexax He MOoXHa nepeouinnTu. TexHonoria Wol go3sonsie BupiyBaty 6e3nid
3ajay, NoB'A3aHNX 3 aAMiHICTpPYBaHHAM Ta NiATPMMKO Mepex. BoHa 3abesnevye MOXNUBICTb LIEHTpanisaoBaHoro
KepYBaHHS BEMUKOHO KiNIbKICTIO KOMM'IOTEPIB, O 0COBMBO akTyasribHO AS1S HaBYanbHMX 3aKnagis,
KoprnopaTuBHUX MepeX i AaTa-ueHTpiB. 3aBasku VWoL 3MeHLLYETLCA Yac NPOCTOK CUCTEM, LLO NOKpaLLye
NPOAYKTMBHICTb pob0TK Ta 3abe3nevye 6e3nepelbinHniA 4OCTYN A0 HeobXiaHMX pecypciB. OCHOBHI Lini LbOro
po3a4iny nongratTb y AeTanbHOMY po3rnagi TexHonorii VWol, i OCHOBHUX NPUHLMMIB Ta KOMMOHEHTIB. Mu
po3rnsHemo, sk npautoe \Wol., siki KOMNOHEHTN HeoOXigHi Ans i pyHKUIOHYBaHHS, a TakoX 0COONMBOCTI Nepegadvi
Tak 3BaHMX YapiBHUX NakeTiB. Takox MU po3rnaHemMo CTpykTypy Ethernet-kagpy Ta ponb MAC-agpecu y
TexHonorii Wol, npoaHaniayemo BapiaHT! pO3MNOBCIOMKEHHS YapiBHMUX NakeTiB Yyepes pisHi Mepexi. Lien po3ain
CTPYKTYPOBaHMIN TakMM YMHOM, 06 3abe3neunTn rmmboke po3yMiHHs BCix acnekTiB TexHornorii VWolL. CnovaTky
MU geTanbHo po3rnsHemo ocHoBu Wol, noTiM nepengemo A0 BUBYEHHS YapiBHUX NAKETIB Ta iX B3aEMO3B'A3KY 3
Ethernet-kagpamn i MAC-agpecamm.

MMicns ubOro My 30cepeanmocs Ha BapiaHTax pO3NOBCHOMKEHHS YapPiBHUX NaKeTIB Ta BUKIMKaX, AKi MOXYTb
BUHUMKATM Mig, Yac Ix nepedadi. HapewTi, M1 po3rnsHeEMO 0O4ATKOBI acNeKTH, SKi BNMBaKTh Ha e(PEeKTUBHICTL Ta
Be3neky BukopmucTaHHa Wol y cydyacHnx KoMN'toTeEpPHUX Mepexax. Takum YMHOM, po3gin 3 cnpssMOBaHUN Ha
BcebivHe BnBYEHHA TexHonorii Wake-on-LAN, i 3Ha4eHHs Ans Cy4acHUX Mepex Ta OCHOBHUX NapamMeTpiB,
HeobxigHUX Ans 1 ycniwHoro BukopuctaHHs. 2.1. OcHoBHa iHdopmauis npo Wol TexHonoris Wake-on-LAN 6yna
po3pobneHa B cepeanHi 1990-x pokiB i CTana ogHMM 3 NepLUnX pilleHb Ans OUCTaHLIAHOIO KepyBaHHS
komn'toTepamu. ii poapobka Byna iHilinosaHa komnaniamu AMD Ta Hewlett-Packard y pamkax npoekty Magic
Packet Technology. OcHOBHa MeTa nonsrana y CTBOpeHHi cnocoby npobyaXeHHs KOMM'IOTEPIB Ha BiACTaHi, Wo
003BoNNNO 6 3HU3UTU BUTPATU HA EHEPrOCNOXMBAHHA Ta NOKPALLUTM YNPaBMiHHA KOMN'IOTEPHUMU pecypcamm
[7]. 3 yacom WoL ctana nonynsipHO y KOpNopaTUBHUX Mepexax, e BOHa BUKOpPUCTOBYyBanacs ans
LeHTpasi3oBaHoro ynpasniHHA BEMVKMMN Napkamun komn'toTepis. Lie 4o3Bonsano agMiHictpatopam mepex
ANCTaHLINHO 3anyckaTh OHOBMEHHS, MPOBOAUTM TeXHIYHe o6cnyroByBaHHSA abo niarotosky cucteM 6e3
HeobXigHOCTI di3NYHOT NPUCYTHOCTI BiNs KOXXHOrO NPUCTPOLD. 3acTocyBaHHA VWoL B cydacHMX yMOBax OXOMS0e
He nuLLe KoprnopaTMBHI MepeXi, ane n JomMallHi KOMM'loTepy Ta HaBYarnbHi 3aknaan. B ymoBax avctaHuiiHoro ta
ribpnaHOro HaBYaHHA LS TEXHONOTIA A03BONSE CTyAEHTaM Ta BUKNagavyam eekTBHO BUKOPUCTOBYBATM
KOMM'IOTEPHI pecypcu, HaBiTb Konu gisnyHmMiA 4ocTyn Ao obnagHaHHa obmexeHuin. Kpim Toro, Wol akTuBHO
BMKOPUCTOBYETbLCA B AaTa-LeHTpax Ta CepBICHMX KOMMNaHisX Ang ynpaeniHHA cepBepamMum Ta iHWMMK
mepexeBumMmu npuctposamn. Wake-on-LAN (WOL; B nepeknagi 3 aHrn. —

LntnposaHus: 0,05% id: 17

«lMpobBymKeHHs No curHany 3 nokKanbHOI MePEeXxi»

)
O6HapyxeH lMnarnat: 0,19% https://uk.wikipedia.org/wiki/\Wake-on... id: 18

— TEXHONOrid, WO A03BOSISE BigAaneHo BKITIOYNTU KOMN'IOTEP 3a AOMNOMOrO0 BignpaBKn Yepes fokasnbHy
Mepexy crneuianbHOT NOcnigoBHOCTI 6anTiB — nakeTy AaHuX (Tak 3BaHoro 'magic packet' —

LUntnposanus: 0,02% id: 19
«MariyHoro nakety»

)
O6HapyxeH lMNMnarnaTt: 0,1%  https://uk.wikipedia.org/wiki/\Wake-on... id: 20
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. Llen nakeT moxe 6yTn BCTaBNeHUN B NakeTn Byab-AKMX CTaHOapTHUX NPOTOKONMIB BULLMX PiBHIB, Hanpuknag,

UDP a6o IPX [11]. OcHoBHMI npuHLUMn po6oTn WolL nonsirae y BUKOPUCTaHHI MEpPEeXeBOi KapTu Komn'toTepa, ska
30aTHa OTPUMYBATK MariyHi NakeTn HaBiTb TOAi, KON KOMM'IOTEP 3HAXOAMTLCA Y BUMKHEHOMY CTaHi abo B pexxuMmi
cHy. Konu komn'toTep 3HaxoamTbCsA B CTaHi CHY ab0 BUMKHEHUWI, MOr0 MepexeBa KapTa 3anulaeTbcs YaCTKOBO
aKTUBHOIO i NOCTINHO MPOCMYXOBYE MepeXy Ha HasiBHICTb YapiBHOro nakety. Llen nakeT MicTuTb cneujianbHy
nocnigoBHiCTb GanTiB, BKNoYatoumn Garatopasoe noBTopeHHs MAC-agpecu UinboBoro kommn'totepa. llicns
OTPMMaHHS LbOro NnaketTy MepexeBa KapTa aKTUBYE XUBMNEHHS KOMMN'loTepa, i Ton 3aBaHTaXyeTbCsA. OCHOBHI
etanu pobotun Wol.: MpocnyxoByBaHHSI MepeXxi. Y CTaHi CHy MepexxeBa kapTa KoMN'toTepa NpOCyXOBYE MEPEXY
Ha HasBHICTb YapiBHOro nakety. OTpumaHHs YapiBHoro nakety. MepexeBa KapTa OTPMMYE NaKeT 3 NPaBUNBHOD
nocnigoBHicTio 6anTie (MAC-agpeca LinboBoro koMmn'totepa) Ta iHilitoe npouec NpodymKkeHHs. MNpobyaKeHHs
komn'toTepa. Micna oTpuMaHHS NpPaBUbHONO NaKeTy MepexeBa KapTa Hagcunae curHan Groky XXMBNEHHS
aKTUBYE XMBIIEHHS CUCTEMU, | KOMM'lOTep 3aBaHTaxyeTbes. OTxe, TexHonoria Wol € BaXXNUBUM iIHCTPYMEHTOM
ONsA BioganeHoro ynpaeniHHS KOMN'toTepamu, Lo A03BONSE 3a6e3nevmTu iXHI0 edpekTuBHY poboTY, 3HU3UTK
€HeprocrnoXXuBaHHA Ta NOKpaLUUTU aaMiHICTpyBaHHS MepexeBux pecypcis. BoHa npogosxye 3anuwaTtuncs
aKTyanbHOH | 3aTpedyBaHO B yMOBaX Cy4acHUX KOMM'IOTEPHNX Mepex. 2.2. YapisHui nakeT, kagp Ethernet,
MAC-agpeca Onuc YapiBHMX NakeTiB Ta iX ponb Y yHKUioHyBaHHI Vol YapisHi naketn, abo Magic Packets, €
OCHOBHMM MEXaHi3MOM, 3a 4OMOMOrot0 SKoro peanisyetbcs TexHosnoria Wake-on-LAN (Wol). Lli naketun
BMKOPUCTOBYIOTLCA ANA ANCTaHLINHOIO NpodymKEHHA KOMM'IOTepa, KU 3HAX0AUTLCA Y PEXUMI CHY abo
BUMKHEHW. YapiBHUIM NakeT € cneLianbHO CKOHCTPYMOBAaHUM MEPEXEBUM NOBIOOMIEHHAM, SIKe MICTUTb
YHiKanbHy nocnigoBHiCTb GanTig, WO JO3BONSE MEPEXKEBIN KapTi KOMM'IoTepa po3ni3HaTh MOro i iHilitoBaTn
npouec npobyakeHHs. Ponb YapiBHUX nakeTiB y chyHKUiOHYyBaHHI VoL nonsrae B HacTynHomy: BusBneHHs cTaHy
komn'toTepa. Konm koMmn'toTep 3HaXoAnTbLCS Y BUMKHEHOMY CTaHi abo pexumi CHy, Noro mepexeBa KapTa
3anuLaeTbCs akTUBHOK Ta NPOCHYXOBYE MepeXy Ha HasiBHICTb YapiBHOro nakeTty. AKTUBI3aLis NpoBymKeHHs.
Mpn oTpMMaHHi YapiBHOro NakeTy MepexeBa kapTa iAeHTUIKye NakeT 3a yHiKanbHOK CTPYKTYPOLO i, SKLO BCi
YMOBM SOTPUMAaHO, iHiLjitoe npouec npobymkeHHA Komn'loTepa. YapiBHUIM nakeT Mae cneuundivHy CTpyKTypy, sika
BkMtovae: Mpeambyna: 6 6anTiB, 3anoBHeHNX 3HadeHHAM OxFF. Lia yacTuHa cnyrye anst cuHxpoHisauii. MAC-
agpeca: 16 nostopis MAC-agpecu uinboBoro komn'totepa [12] Hanpuknag, skwo MAC-agpeca LinboBoro
komn'toTepa gopisHioe 01:23:45:67:89 , yapisHuin naket Byae BUrNsgaTn HACTYNMHUM YUHOM:

UunTtnposanus: 0,19% id: 21
«FF FF FF FF FF FF 01 23 45 67 89 AB 01 23 45 67 89 AB 01 23 45 67 89 AB...»

(16 pasis nosToptoeTbesa MAC-aapeca). Lis cTpykTypa 003BONSIE MepEXeBin KapTi Nerko posniaHaty nakeT Ta
BiZPI3HNTM NOrO Bif iHWNX MepexeBunx nakeTiB. [oHATTa Ethernet-kagpy Ta oro ctpyktypa Ethernet-kagp €
OCHOBHOI OAUHULEI AaHuX B Ethernet-mepexax, Lo BUKOPUCTOBYETLCS A8 Nepegadi JaHUX MiXX NPUCTPOAMM
B NnokanbHin mepexi. KoxxeH Ethernet-kagp mictuTb Kinbka nonie: Npeambyna: BukopnctoByeTbcsa ons
CUHXpOHi3aUii npunmada. MAC-agpeca npusHadeHHs: Agpeca NnpucTpoto, SKoMy npuaHadeHmn kagp. MAC-
agpeca BignpaBHuka: Agpeca npucTpoto, AkMn Bignpasus kagp. Tun/JosxnHa: Bkasye TN NpoToKony BEPXHbLOro
piBHS1 200 [OBXMHY nons gaHux. MNMone gaHux: besnocepegHb0 MICTUTL KOPUCHY iHCpopMaLito abo
HaBaHTaxeHHs. KoHTponbHa cyma kagpy (FCS): BukopmctoByeTbCca ANd nepeBipkM NOMUOK. YapiBHMI nakeT
nepepaetbes y Burnaai Ethernet-kagpy. Konun komn'totep 3HaxoguTbest y CTaHi CHy abo BUMKHEHMI, MOro
MepexeBa KapTa NPOCIyXOBYE MepeXy Ha HasiBHICTb YapiBHOro nakety y cknagi Ethernet-kagpy. Mpu oTpumaHHi
Kagpy 3 NpaBUITbHOIO CTPYKTYPOIO YapiBHOrO NakeTy, MEPEXEBa KapTa HaAcunae curHan maTepuHCbKin nnari, a
Ta B CBOK Yepry - 610Ky XMBIMEHHIO0 NPobyaKeHHs komn'toTepa. Takum YnHom, Ethernet-kagp € TpaHCNOPTHUM
3acobom Ansd AocTaBKy YapiBHOro NakeTy Ao uinboBoro komn'totepa. Onuc i ctpyktypa MAC-agpecn MAC-
agpeca (Media Access Control address) € yHikanbHUM ineHTUikaTopom MepexeBoro iHTepdercy, AKMn
BMKOPUCTOBYETLCS AN KOMYHiKaUii B Mexax disndHoi mepexi. MAC-agpeca cknagaetbes 3 48 6iT (6 6anT) i
3a3BUYal 3anMcyeTbCs Yy WICTHAAUSATKOBOMY hopmarTi, Hanpuknaa, AA:FF:12:34:56. MAC-agpeca nogingeTtbca
Ha ABi yacTuHu: Mepuwi Tpu 6anTn (24 6itn): laeHTudikatop opranisadii (OUI), npuaHadeHnn BUpOOHUKY
MepexeBoro obnagHaHHs. OctaHHi Tpu 6aiTn (24 6iTn): YHikanbHWIA ineHTUdIKaTop, NPUCBOEHMIA NPUCTPOIO
BMpoOHUKoM [12]. MAC-agpeca € KIo4OBUM KOMMOHEHTOM Y dhyHKLIOHYBaHHI TexHonorii VoL, ockinbku BoHa
BMKOPUCTOBYETbLCA NS igeHTUdiKauii LinboBoro komn'totepa, skun HeobxigHo npobyauTtun. B YapiBHOMY nakeTi
MAC-agpeca uinboBOro kKoMmn'totepa NoBTOPHETLCSA 16 pasiB, WO A03BOSISE MEPEXKEBIN KapTi fierko
ineHTudikyBaTK NakeT Ta iHiuitoBaTn NpobymxkeHHd. bes npaBunesHoro HanawTtysaHHA MAC-agpecn TexHonoris
WoL He 3Mmoxe hyHKUIOHYBaTK HanexHMM YnHoM. OTxe, po3yMiHHS poni i cTpykTypyn MAC-agpecu, a Takox
B3aemMo3B'a3ky Ethernet-kagpy 3 YapiBHUM NaKeTOM, € KPUTUHHO BaXXNMBMM ANS YCMiLLHOMO BUKOPUCTAHHS
TexHonorii Wake-on-LAN y cy4acHux koMmn'loTepHux mepexax 2.3. Po3nosclogkeHHs curHany. \Wol
peani3yeTbCcs 3a AOMNOMOrOH0 creLianbHO po3pobneHoro Kagpy, 38aHOr0 MariyHUM NakeToMm, SKUN
BiONpaBnsiETLCA 3 FONIOBHOIO KOMITOTEpPA BCiM KOMM'IOTEPAM y Mepexi, 30kpemMa ToMy, sIKUiA NOTPIGHO po3dyanTu.
MpUHUKMN PO3NOBCIOMKEHHA cUrHany 300paxkeHo Ha pucyHky 2.1. Puc. 2.1. Cxema wnsaxy curHany Wol
PoanoBclogpxkeHHs YapiBHMX nakeTiB, HeobxigHux ans texHonorii Wake-on-LAN (WoL), moxe BigbyBaTucs yepes
pi3Hi TN mepex. KoxeH 3 umMx TUniB Mepexx Mae CBOi 0COBNMBOCTI, BUKINUKN Ta OOMEXEHHS, SKi BMNMBalOTb Ha
edeKkTuBHICTb poboTn Wol. Y Tabnuui 2.1 HaBegeHO OCHOBHI CNOCOOK PO3NOBCIOAKEHHA curHany. Tabnuusa 2.1
Cnocobu po3noBclogkeHHs curHany BapiaHT posnoectomkeHHA Onuc 1. NlokanbHa mepexa (LAN) CurHan WOL
HaACUNaeTbCsa Yepes LUMPOKOMOBHY |P-aapecy (3a3Buyan 255.255.255.255) 3a gonomoroto npotokony UDP Ha
nopt 9. YCi npucTpol B MepeXi, BKIHOYaoum LiNnboBMIA KOMM'IOTEP, OTPUMYIOTL LIEV NakeT i NepeBipsaloTb, YN
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Bignosigae MAC-agpeca uinboBoro koMmn'totepa oTpumMaHin iHpopmadii. 2. Bigganena mepexa (WAN) Akwo
KoMM'loTep, SIKUn Mae ByTu YBIMKHEHWIA, 3HAXOAUTLCS 3a MeXamu nokanbHoi Mepexi, curHan WOL moxe 6yTu
HagicnaHum Yepes IHTepHeT. [1na uboro HeobxigHO HanalwTyBaTU MapLLPyTM3aTop abo aripBoOn TakKMM YMHOM,
wo6b nepecunartu naketn WOL go uinboBoi niokanbHoi Mepexi. 3. XmapHi cepsicu [leski xmapHi cepsicu Ta
nporpamu Ang KepysaHHS KoMM'toTepamMy MOXyYTb HagaBaTh pyHkuioHanbHicTe WOL. Lle nossonsie
KOpMCTyBadaMm KepyBaTu CBOIMU NpUCTPOsMM Yepe3d IHTepHeT 6e3 HeoBXiaHOCTI cknagHUX HanalwTyBaHb Mepexi.
4. VPN (Virtual Private Network) AkLio kopucTyBad NigknioveHnin 4o nokanbHoi mepexi 3a gonomoroto VPN, BiH
Moxxe Hagcunatu naketn WOL yepes 3axuiieHe 3'eaHaHHa VPN. Lle no3Bonse kepyBaTtu Komn'loTepamu y
Mepexi HaBiTb 3 BigganeHux micub. JlokanbHa mepexa (LAN) JlokanbHa mepexa - e rpyna 3 AeKifibKox
NPUCTPOIB, AKi 00'eaHaHI Mixx Cob0I0 Yepe3 Mepexy | pakTUYHO 3HAXOAATLCA Ha OOHIN TepuTopii. 3'egHaHHs No
nokanbHin Mepexi gapye anarogkeHy poboTy Ha NeBHii TepuTopii, ane NoTpibHO BpaxyBaTy, IO Npu TakoMy
BapiaHTi NiaknoyYeHHs OyaiBni NOBMHHI 3HAXOAUTUCA Ha BiACTaHI He Binblue 0QHOrO KiNOMETpa OAWH Bif OQHOrO.
Y Bunagky, siKLLO NPUCTPOI B PidHNX MicTax abo HaBiTb KpaiHax, Ans ix o6'eqHaHHA BOarTbCcA 40 NobyaoBsum
rnobaneHux mepex (WAN) [13]. Y nokanbHux mepexax (LAN) yapiBHi nakeTn nepepatotbea 6e3nocepeqHb0
yepes Ethernet abo Wi-Fi 3 BukopuctaHHsM LLMPOKOMOBHOT abo crnpsimoBaHoi agpecadii. Metogu nepegadi:
LLinpokomoBHa agpecauis (Broadcast): MNakeT HaocMnaeTbCa Ha LUMPOKOMOBHY afpecy Mepexi, Lo 003BOssSiE
BCiM NPUCTPOSIM Yy CErMEHTI Mepexi OTpMMyBaTu noro. 3a3snyan BUKOPUCTOBYETbCS agpeca 255.255.255.255.
CnpsimoBaHa agpecauis (Unicast): MNakeT Hagcunaetbcsa 6e3nocepeaHbo Ha MAC-agpecy LinboBoro
komn'toTepa. MoXyTb BUHMKATW Aesiki NpobrnemMun. Y BENMKNX Mepexax LUMPOKOMOBIIEHHSA MOXE CMPUYNHUTM
3HayHe HaBaHTaXEeHHS Ha Mepexy, Lo MOXe NPU3BECTU A0 3HUXKEHHS NPOAYKTUBHOCTI. [eski MmapLupyTmsaTopu
MOXYTb BNOKyBaTV LUIMPOKOMOBHI MakeTu 3a 3aMOBYYBaHHAM, LLO NoTpebye A04aTKOBOrO HanawTyBaHHS.
BinpaneHa mepexa (VWAN) MobansHa obuucnoansHa mepexa (MBC abo WAN - World Area NetWork) -
Mepexa, Lo 3'egHye Komn'toTepw, BigganeHi reorpadiyHo Ha Benuki BigcTaHi oguH Big ogHoro. BigpisHsaeTbca Big
nokanbHOI Mepexi GifbLL NPOTSXKHUMU KOMYHiKaLissMy (CynyTHUKOBMMU, KabenbHUMK Ta iH.) MnobanbHa mepexa
06'egHye nokanbHi mepexi. WAN (World Area Network) - rmobanbHa mepexa, Lo NOKpMBaE BeNWKi reorpadiyHi
perioHu, Lo BKMoYaoTb y cebe K nokanbHi Mepexi, Tak i iHLWi TenekoMyHikauinHi mepexi i npucTpoi. MNpuknag
WAN - mepexi 3 komyTauieto naketis (Frame relay), yepes siky MOXyTb
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MiXk coboto pi3Hi Komn'toTepHi mepexi [14]. [Ina po3noBCIOMKEHHSA YapiBHUX NaKeTiB Yepes BigaaneHi Mepexi
(WAN) yacTo BMKOPUCTOBYOTLCS METOAN NepeHanpaereHHs NakeTiB Yepe3 MapLIpyTM3aTopu abo NpokKci-
cepeepun. Metoan nepepnaui: Npokci-cepeepun: BukopnctaHHA NpoKci-cepBepiB A1 NPUNOMY YapiBHOro nakeTty Ta
MOro nepeHanpaBfieHHs Ha LinboBUIN KOMN'IOTeP Yy NokanbHin mepexi. MaplwpyTtunsauisa: HanawTyBaHHA
MapLLpyTM3aTopiB ANs NepeHanpaBfeHHsA YapiBHMUX NakeTiB Yepes TyHeni abo 3a gonomoroto VPN. MoxyTb 6yTn
nesiki obmexeHHs. MNoTpibHi cknagHi HanawTyBaHHSA MapLLPYTU3aTopiB Ta NPOKCI-CepBeEpIB ANS KOPEKTHOI
nepepadi naketis. [Nepegada YapiBHMX NaKeTiB Yepe3 NyoniyHi Mmepexi Moxe OyTn MeHL Ge3neyvHoro 6e3
[00aTKOBMX 3axofiB 3axmcTy. XMapHi cepsicu

OG6HapyxeH MNnaruat: 0,35% https://ucloud.ua/shho-take-hmarni-s... id: 23

XMapHi cepBicu — Lie nporpaMHe-anapaTHe pilleHHs, Lo CRYXUTb KOMMaHiM (pyHOaMEHTOM 5151 PO3MiLLLEHHS
IXHbOT | T-iHdbpacTpyKkTypu. XmapHi NpoBangepy opraHizoBytoTb Ha 6a3i 06paHux nnatdopm XMapHi cepsicu, siKi
Hadani 3gatoTbcsa B opeHay GisHecy. Take pilleHHs 3abe3neyye kopucTyBadam no BCbOMY CBIiTY JOCTYN OO
BMCOKONPOAYKTUBHUX PeCcypcCiB AN CTBOPEHHS BNACHUX iIHPPaCTPyKTyp

[15]. XmapHi cepBicu NponoHyoTh LeHTpanizoBaHi NnatopMun A5 KepyBaHHS | pO3NOBCIOMXKEHHS YapiBHUX
naketiB. MeToam nepegaui: IHTerpoBaHi cepsicu: BUkOpUCTaHHS XMapHUX nnaTdgopmMm, siki 3abesnevyoTb
kepyBaHHs Wol yepes BebG-iHTepdencu abo API. Cepsicu aBTomaTm3sauii: BukopmuctaHHs XmapHUX cepsiciB
aBTOMaTM3adii, Takux sk Microsoft Azure abo AWS, ansa HanawTyBaHHS Ta BignNpaBlieHHS YapiBHUX MNaKeTIB.
MoxyTb OyTK geski Buknuvku. [Ina pobotn xmMapHux cepsiciB HeobxiaHe cTabinbHe iHTepHeT-3'eaHaHHA. 3axucT
AaHMX Ta KOHTPOIb AOCTYNY A0 XMapPHMX CEPBICIB € KPUTUYHMMUK Ans 3anobiraHHs HECaHKLIOHOBAHOro JOCTYIY.
VPN (Virtual Private Network) VPN (BipTyansHa npuBaTHa Mepexa) — Le NpocTe nporpamHe 3abesneyeHHs,
CTBOpPEHE AM15 3aXUCTY BaLloi KOHiAEHUINHOCTI B IHTEPHETI Ta yCKNagHEHHS XUTTS Xakepam 3a paxyHoK
aHOHiIMi3aLii Bawworo Tpadiky Ta po3TallyBaHHA. Afie BU TaKOX MOXETE BUKOPMUCTOBYBATH MOro Ans 6aratbox
iHLIWX UiNen, Takux sk WBKAKMM Ta 6e3neyHnn neperngg Ta 6arato iHworo [16]. Bukopuctanua VPN gossonse
CTBOPIOBATU 3axXULLEHi KaHanu Angd nepegadi AaHNxX MiX BigdaneHuMu Mmepexamu, Lo BKItoYae nepegadvy
YyapiBHux nakeTiB. Metogu nepegadvi: VPN-TyHeni: CTBopeHHs VPN-TyHeniB Mix BigganeHuMn Mmepexamu ans
3abe3neveHHs 6e3neyHoro JOCTyny A0 fIoKanbHUX MEPEXEBMX PECYPCIB | Nnepeaadi YapiBHUX NaKETIB.
PosLwmnpeHHs nokanbHoi Mepexi: BukopuctanHa VPN ans poslMpeHHS NoKanbHOI Mepexi Ha BigaaneHi nokadii,
[03BONSAOYN Nepeaady YapiBHMX NAKETIB Tak, sk Le podbuTtbea B LAN. MoxyTb BUHMKATW AesKi CKIagHOCTI.
HanawTtyBaHHsa VPN-cepBepiB Ta KMi€eHTIB MOXe OyTun CKNnagHUM Ta BUMarati TEXHIYHMX 3HaHb. BukopurcTaHHs
VPN Moxe 3HWKyBaTu NPOAYKTUBHICTL Mepexi yepes wndpysaHHs Ta 06pobky aaHmx. Takmm YvHOM, Ans
edEeKTMBHOIo BUKOPUCTaHHS TexHororii VWake-on-LAN HeoOXxigHO BpaxoByBaTu OCOBGNMBOCTI Pi3HUX TUMIB MEPEX
Ta HanawTyBaHb. KoxxeH MeTog nepegadi YapiBHMX NaKeTiB Mae CBOI Nepesaru i Hegoniky, siki NOTPiIdHO
BpaxoByBaTK Npu BNpoBaaXeHHi VWoL y KOHKPETHMX yMmoBaxX. BUCHOBKM 40 po3ainy Y uboMy po3gini getanbHo
posrngaHyTo TexHororito Wake-on-LAN (Wol.), it ocHOBHI npuHUuMIM po6oTH Ta KMo4oBi eneMeHTH, AKi
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3abesnevytoTs 1T yHKUiOHYBaHHSA. TexHonoris Wol € BaXXnMBUM iHCTPYMEHTOM ANt Cy4acHMX KOMN'KOTEPHUX
MepexX, Lo A03BONSE 34iNCHI0OBaTM BigganeHe BBIMKHEHHSI KOMM'IOTEPIB 3a 4OMOMOIOK0 CreLjianbHUX MepexXeBux
curHanis, BigoMux sk YapiBHi naketn. OCHOBHI acnekTu, SKi M1 PO3rNAHYMNW, BKNOYAKOTh PidHi KIHOYOBI €NEMEHTW.
Mepw 3a BCe, MM NpoaHanisysanu npuHuunu pobotn Wol, icTopito Tl po3BUTKY Ta OCHOBHI 3aCTOCYBaHHSI.
Baxnneum € Te, WO Ua TEXHONOriS 403BOMSE 3HAYHO CNPOCTUTU YNpaBiHHA KOMM'IOTEPHUMU MepeXamM,
3abe3nevyoyn MOXNUBICTb ANCTaHLIMHOIMO AOCTYNY A0 064YMCnoBanbHUX MallnH. YapiBHi nakeTu € Kno4oBmMM
enemeHTom TexHonorii WolL. My getanbHO po3rnaHynu CTPYKTYPY YapiBHOMO NakeTy Ta Noro posb y
dyHKuUioHyBaHHI WoL. Kpim Toro, mu 3'scyBanu, wo Ethernet-kagp € 6a3oBoto oaMHULE Nnepeaadi AaHux y
Mepexi, ki 3abesnevye nepegady YapiBHux naketiB. CTpykTypa Ethernet-kagpy 6yna getanbHO po3rnsiHyTa,
BKMtOYaoum Moro 3arosnioBok Ta AaHi. MAC-agpeca € yHikanbHUM i0eHTUdIKaTopoM MepPEXeBOro NPUCTPOLD, SKUN
BMKOPUCTOBYETbLCA A5 agpecauil B nokanbHin mepexi. Mu po3rnsaHynu ii CTPYKTYpY Ta BaXSIMBICTb Y KOHTEKCTI
TexHonorii WolL. Takox 6yno po3rnsHyTo pi3Hi cnocobu nepegadi YyapiBHMx nakeTiB yepes nokansHi (LAN),
BigaaneHi (WAN) mepexi, xmapHi cepsicn Ta VPN. KoxeH 3 umx cnocobie mae cBoi nepeBarn Ta 0OMeXeHHs, sKi
BMMMBaOTb Ha €PEKTMBHICTb BMKopucTaHHa VWol. Takox 6yno gocnigkeHo, wo TexHonoris Wake-on-LAN mae
Benuke 3Ha4YeHHs Ans BigganeHoro ynpasniHHS KOMN'loTepamu, OCKifbKM BOHa AO3BONSE afMiHicTpaTtopam
MepexX 34iNCHI0BATU KOHTPONb Haj 004MCMOBanbHUMK pecypcamm, HaBiTb KON BOHW 3HAX0OATbLCH Y
BMMKHEHOMY CTaHi. Lle 3abe3neuye 3pyyHiCTb, €PEKTUBHICTb Ta FHYYKICTb B yNpasniHHi Mepexamu, 0cobnmeo y
BMMNagKax, Konm isvyHniA 4oCTyn 40 KOMM'OTepiB 0OMexeHuin. MNepcnekTnemn po3BuTKy TexHosnorii VWol
BKMOYAIOTb iHTErpauilo 3 cy4acHUMM XMapHMMUK nnatcopmamu, noninweHHsa 6e3nekn nepegadi gaHnx Ta
PO3LUMPEHHS PYHKLIOHANbHMX MOXIMBOCTEN ANA NIATPMMKMA HOBMX MepexeBux ctaHaapTis. Noganbwnn
po3BuToK VWoL cnpuaTme NigBULLEHHIO MPOAYKTUBHOCTI Ta HA4IMHOCTI KOMN'IOTEPHUX MEPEXK, LLIO POOUTB L0
TEXHOMOTrit0 e BinbLl BaXnMBOK AN cydacHoi | T-iHppacTpykTypu. Takum YMHOM, AOCHIAKEHHS TeXHoMoriT
Wake-on-LAN Ta ii BNpoBaKeHHs1 B Cy4acCHi MEPEXi € BaXKITMBUM KPOKOM [0 3abe3neyeHHst epeKTMBHOIO Ta
HagiHOro BigganeHoro ynpaeniHHA KoMn'toTepHummn cuctemammn. PO31 1

PO3POBKA NMPOIMPAMHOIO OOOATKY 3mH. Apk. Ne gokym. Mignuc Oata Apk. 35 ITC.4KI1.0124.03-M3 Po3po6.
Cnac [O.A KepisHuk MoruneHun I A. PeueHs. Ko3y6 FO.I. H. KoHTp. 3aB. kad. CemeHos M.A. PO34I1 IlI
Pospobka nporpamHoro gogatky Jlit. Akpywis 10 JIHY Kadegpa ITC, 'p.4Kl . Po3pobka nporpamHoro gogaTky
Ans peanisauii VWol. Mae BaxnmBe 3Ha4YeHHS 3 KiNbKox NpuyunH. [No-nepLue, ue 3abesnedye 3pyyHiCTb Ta rHy4YKiCTb
B yrnpaBniHHi Komn'toTepamu, Lo A03BOMNSE aAMiHicTpaTopaM Mepex eheKTMBHO BUKOPUCTOBYBATU CBill Yac Ta
pecypcu. MNo-apyre, TakMin 4OAATOK JO3BOMSE 3HNU3UTU €HEPrOCNOXMBAHHS, OCKINbKM KOMM'IOTEPU MOXYTb
3anuaTtmcs BUMKHEHUMU Y Ti Nepioau, KOnv BOHU HEe BUKOPUCTOBYIOTLCS, | BMUKaTUCA nuLle npy HeobXiaHOCTI.
Lle ocobnrBo akTyarnbHO ANs BEMNUKMX Mepex, Ae YNpaBiHHA eHEProCnoXMBaHHAM MOXe MPU3BECTM A0 3HAYHOI
ekoHoMii. MeTa uiel poboTu nonsarae y aHanisi Wnaxis AMCTaHLUINHOIO BBIMKHEHHSA KOMM'tOTepiB Ta po3pobui
A04aTKy, Lo A03BOMSiE B YMOBaX BifAaneHoro AoCTyny peanidyBaTi OUCTaHLiAHE BKITHOYEHHS HEOOXigHNX
KoMn'toTepiB. Taknm YNHOM, AaHWUM PO3AiN NPUCBAYEHUIA ONMUCY NPOLECY CTBOPEHHA NPOrpamMHOro Aoaartky ans
Wake-on-LAN, rnoro apxitekTypu, pyHKLUiOHaNbLHOCTI Ta ocobnueocTen peanisadii. 3.1. Bumorn go nporpamHoro
aopartky Nepen po3pobkoto NporpaMHOro AoaaTtky Ans peanisauii yHkuii Wake-on-LAN (Wol) 6yno nposegeHo
AeTanbHui aHania notpeb KopucTyBadiB, TEXHIYHNX 0BMeXeHb Ta nofibHuX nporpamMHux goaartkis. Lle
A03BONMNNO chOPMYITHOBATU YiTKi BUMOTM OO ManbyTHBOrO NPoaykKTy, WO 3abe3nevaTb Noro oyHKUiOHAmNbHICTb,
3PYYHICTb Ta HafiMHICTb. Hk4ye po3rnsiHyTO OCHOBHI BUMOTM A0 nporpamHoro goaatky. 1. [looaTok noBMHEH
npauoBaTh Ha onepauiiHin cuctemi Windows. Ockinbky OiNbLUICTL KOPNOPaTUBHUX Ta AOMALLHIX KOPUCTYBadiB
BMKOPUCTOBYIOTb onepadinHy cuctemy \Windows, Baxnueo, Wwob goaatok 6yB CymiCHUM came 3 L€t
nnatgopmoto. Lle 3abe3neunTtb MakcumanbHe OXOMNMeHHst KOPUCTyBadiB Ta BignoBigaTuMe ixHiM 3BMYKam Ta
TEXHIYHUM MOXIMBOCTAM. 2. 3pyYHU iHTepdenc. IHTepdenc goaatky NOBUHEH ByTU NPOCTUM i iHTYITUBHO
3po3yminum. MNoTpibHo, o6 KopUCcTyBadi MOrNN NErko 3HaANTU Ta BUKOPUCTOBYBATM BCi HEOOXiaHI dyHKUiT 6e3
HeOoOXigHOCTI BUBYEHHSA CKNaaHWUX iHCTPYKLIN. IHTEpdENC NOBUHEH MaTK 3pO3YyMirli KHOMKK Ta nonsa Ans
BBEEHHS JaHUX, a TaKOX HaJaBaTu Niakasky Ta NOBIAOMMEHHSA NpPo NOMUNKK. 3. BBiMKHEHHS komM'loTepiB Yepes
LAN. OcHoBHa hyHKUist AoAaTKy NOnsirae y MOXNMBOCTI BBIMKHEHHSI KOMN'IOTEPIB, LLIO 3HAXOAATbCS B JIOKasbHii
mepexi (LAN), wnaxom BignpasBneHHs cneuiansHux Mepexesux naketis (VWolL nakeTis) [20]. Lie go3sonutb
ANCTaHLINHO KepyBaTX CTAHOM KOMM'OTEPIB, WO 3HAaXOAATLCA Y CNNsYoMy abo BUMKHEHOMY CTaHi, ane
nigknoyeHi oo mepexi. 4. MoxnusicTb gogaBaTn HOBI Komn'toTepn. KopucTyBadi MOBUHHI MaTy MOXITMBICTb
nerko godasaTtyn HOBI KOMM'IOTEPU 4O CMNMCKY, BBOAAYM iXHi Ha3Bu Ta MAC-agpecu. Llen npouec mae 6ytu
MaKCMManbHO CNPOLLEHMM i 3pO3yMinnM, Wo6 YHUKHYTM MOMMUIOK Npu BBeAEHHI AaHux. 5. 36epexeHHs faHnx Ta
ynpaeniHHA cnMckoM koMn'toTepiB. [logaTok noBuHeH 36epiratv AaHi Npo Komn'toTepw, Taki sk ixHi Hassu Ta MAC-
agpecw, Ans nonerweHHs noganbLoro AoCTyny Ao HuX. [oBuHHa ByTM MOXNUBICTL NErko AogasaTtw,
pefaryBatu Ta BUAANATH 3anmcy y LboMy cnucky. [JaHi noBMHHI 36epiratucsa fniokansHO Ha KOMM'loTepi
KopucTyBada Ta byTn AOCTYNHUMMU Micns nepesanycky gogartky. 6. MoxnueicTb BBIMKHEHHSI 04HOro abo
OEKinbKox KoMmn'toTepiB ogHo4acHo. [lJogaTtok NoOBMHEH A03BONATU BUOGMpaTn oamH abo Kinbka Komn'toTepiB 3i
cnucky anga signpasneHHs Wol nakeTiB. Lle ayxe BaxnunBo Ansa e(peKkTMBHOIO KepyBaHHS BENUKOO KiSTbKICTHO
KOMM'IOTEPIB Y KOpNopaTMBHOMY cepenoBuLLi abo Anst 4OMAaLUHBbOro BUKOPUCTaHHS, KON HEODXiOHO BBIMKHYTK
Kiflbka npucTtpoie ogHo4vacHo [19]. 7. Banigauis BBeaeHnx gaHmx [JogaTok NOBUHEH NEPEBIPATU NPaBUIbHICTb
BBegeHunx MAC-agpec, Wwob YHUKHYTN MOMUITOK Npu BignpaeneHHi VWol nakertiB. Lie Jonomoxe 3MeHLWnTr
KiNbKiCTb MOXNNBMX Npobnem Ta 3abeaneunTb HaginHy poboTy goaatky. 8. Jlerkictb HanawTyBaHHA Ta
BUKOPUCTaHHs [logaTok Mae OyTu Nerkum y BCTAHOBMNEHHI Ta HanawTyBaHHi, He BMMaraTu Bif KOPUCTyBadiB
cneuianbHUX 3HaHb abo HaBn4oK. KopncTyBadi NOBMHHI MaTu MOXIUBICTb LUBWUAKO BCTAHOBUTW AOAATOK i movaTu
Moro B1kopucToByBaTy 6e3 HeoOXigHOCTI 3BepTaTUCS OO0 TEXHIYHOI NiaTPUMKN. 9. BiaAMOBOCTINKICTb Ta

file:///C:/Users/ifmit/Downloads/oT4éT_opurnHansHoctn_12_6 2024 15 5 59 1 _nosicH_3an_docx.html 12/22



18.06.2024, 09:09 OTYET_opurmHaneHocTn_12_6 2024 15 5 59 1_nosicH_3an_docx.html

cTabinbHicTb poboTu MNporpamHuin gogatok Mae 6yTu cTabinbHUM Ta BiAMOBOCTIMKUM. Y pasi BUHUKHEHHS
NOMMIOK KOPMCTYBadi MOBUHHI OTPUMYBATK 3pO3yMifli MOBIAOMIEHHS 3 pekoMeH4auisiMy LWOAO NoAganbLlunX 4int.
Lle 3a6e3neunTb HagivHy poboTy AogaTky B pisHMXx ymoBax [20]. Takum YmHOM, y AaHoMy nigpo3gini 6yno
OnucaHo BCi OCHOBHI BUMOIM 40 NPOrpamMHoro Aodatky Ansi BBIMKHEHHS OBYMCIOBaNbHNUX MaLUMH Y HaBYanbHUX
Komn'toTepHMX nabopatopisix. BUKOHaHHA LmMx BUMOT 3a6e3neumnTb OYyHKLIOHANbHICTb, 3pYy4HICTb BUKOPUCTAHHS
Ta HaAdiNHICTb po3pobneHoro NpoaykTy. 3.2. PyHKUiOHanNbHICTL NPOorpamMHOro gogaTky NporpaMmHMiA gogartok ons
Wake-on-LAN (WoL) po3pobneHun ons 3abesneyeHHst UCTaHUIAHOIO BBIMKHEHHS KOMM'IOTEPIB Yepes NoKanbHy
mMepexy. OCHOBHE Npu3HaYeHHs1 4OAATKY NONSrae y HagaHHi KOPUCTyBavyaM MOXIIMBOCTI LUBMAKO Ta 3pY4YHO
BBIMKHYTM 0auH abo Aekinbka KOMM'IOTepIB, WO 3HAXOASATLCA B JTOKAINbHIN MepeXi, 3 BUKOPUCTaHHAM
cneujanbHUX MepexXeBuX NakeTIiB, BiAOMMUX SK
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naketn (Magic Packets). [logaTtok no3sonse 36epiratu iHpopmMadito Nnpo Komn'toTepu, ynpaeniHHA CNCKOM
Komn'loTepiB Ta 3abesneyye NpoOCTMI i 3p03ymMinui iHTepderc kopuctyBada. OCHOBHI (OyHKLOHaNbHI MOXITMBOCTI
JoaaTky BkntovatoTb: BignpasneHHsa Wol nakeTiB Angd BBiMKHEHHS koMM'loTepiB. PyHKLUiA BignpasneHHsa Wol
(Wake-on-LAN) nakeTiB 0o3BONsSe 4oAaTKy ANCTAHUIMHO BMUKATM KOMMN'IOTEPU B NOKanbHin Mepexi. Peanisauis
BinOyBaeTbcs B koai bopmm Ne1 (ogaTtok A). Lle 30iNCHIOETLCS 3a AONOMOroO
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nakerti., siki Mictatb MAC-aapecy uinboBoro komn'totepa. Peanisauis B kogi nokasaHa Ha pucyHky 3.1. OCHOBHI
KpOKu peanisauii Taki; PopMyBaHHSA nakeTy. YapiBHMI NakeT cknagaeTbca 3 6 6anTiB, 3aNOBHEHNX 3HAYEHHAM
O0xFF, i 16-kpaTHOro nosropeHHsa MAC-agpecu uinboBoro komn'totepa. BignpasneHHs nakety. Naket
HagcunaeTbes no mepexi Yepes UDP (User Datagram Protocol) Ha WwinpokomoBHY agpecy mepexi. Puc. 3.1.
dyHKUiA BignpaBneHHA nakeTiB 306epexeHHs1 AaHnX NPO KOMM'OTepu, BKNoYakoum ix Ha3sm Ta MAC-agpecw.
[opnaTok 36epirae gaHi Nnpo komn'toTepun y TekctoBoMy danni. Peanisauis BigbyeBaetbcs B Kogi dpopmm Ne3
(Jopatok B). 36epiraHHsi B TEKCTOBOMY (harini 3abe3neyye NocTiiHMI JOCTYN A0 HeobXigHoT iHdhopmaLii HaBiTb
nicns nepesanycky goaatky Ta pobutb yHKUIOHYBaHHA 3pyYHiLLMM Ta npocTiwnmM. bnok kogy, Sk ue peanisye,
300pakeHui Ha pucyHky 3.2. OCHOBHI KpoKu peanisadii: 3aBaHTa)keHHs1 JaHux. [pu 3aBaHTaXkeHHi JoaaTky, BiH
ynTae aaHi 3 panny Ta Bigobpaxae ix y Burnagi Tabnuui B iHTepdenci kopuctyBada. 36epexxeHHs aaHux. Konu
KopucTyBad gofae abo peparye gaHi npo komn'totepu, 3miHn 3bepiratotecs y danni. Puc. 3.1. PoboTa 3 gaHumm
MoxnuBicTb AogaBaHHsA, pefaryBaHHsA Ta BUaaneHHs 3anucie y cnucky komn'totepis. Lis doyHKUiOHanNbHICTb
[J03BONSE KOPMCTYyBa4aM kepyBaTu CMCKOM KomM'loTepiB 6e3nocepeaHbo 3 iHTepdency goaatky. Peanisauis
BinOyBaeTbCs B koA hopmum Ne2 (Jopatok B). OcHOBHI Kpoku peanisauii: [JogaBaHHsA 3anucy. [Npu HaTUCKaHHI
KHOMNKM
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BioKpMBaeTbCA (bopMa Ansi BBeAEHHS Ha3Bu Komn'totepa Ta noro MAC-agpecu. PegaryBaHHA 3anucy.
KopuctyBau moxe BMGpaTy KOMN'HOTEP 3i CIMCKY Ta HATUCHYTU KHOMKY
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wo6 3miHnTK iHdopmauio. BuaaneHHsa 3anucy. Kopuctysad Moxe BUganuTn KOMM'toTep 3i CNMCKy, BUGpasLLn
MOro Ta HaTUCHYBLUW KHOMKY
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BBiMKHEHHS ogHOro abo Aekinlbkox kKoMM'toTepiB ogHoYacHo. [logatok 403BOMSE KopuctyBadam snubupatn ogunH
abo gekinbka KoMN'lTEPIB 3i CNMCKY ANS 04HOYACHOro BBIMKHEHHS. Peanisauis Binbysaetbcs B koai doopmm Net
(dopatok A). OcHoBHI kpokn peanizadii: Bubip komn'totepis. KopuctyBad moxe Bubpatm oguH abo aekinbka
Komn'toTepiB 3i cnucky. BignpaBneHHs nakeTtiB. Iicns Bubopy KOMM'toTepiB, KOPUCTYBAY HATUCKAE KHOMKY ANs
BignpaeneHHsa \Wol nakertis. [JogaTok Bignpaensae YapiBHi nakeTu 4o BCix BUOpaHMx komn'totepis. lNepesipka
BanigHocTi BBeaeHnx MAC-agpec ons 3abesnevyeHHs1 KOpekTHol poboTu. [Ins 3abe3nedeHHss KOPEKTHOT poboTH
aopartky, BBegeHi MAC-agpecu nepesipalTbCA Ha BigNOBIOHICTL NpaBunsHOMY dopmarty. Peanisauis
BinOyBaeTbcs B koai bopmm Ne2 (opatok A) Ta chopmun Ne3 ([ogaTtok B). OCHOBHI kKpoku peanisauii: Banigauis
dopmarty. MAC-agpeca nepeBipseTbCAa 3a AONOMOro perynsipHoro Bupasy, Skum 403BONSAE TiNbKW NpaBUSIbHI
dopmatu (Hanpuknag,
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). BioxuneHHsa HekopekTHUX agpec. Akwo BeeaeHa MAC-agpeca He BignoBigae npasunsHomy copmary,
KOpUCTyBay OTPMMYE NOBIJOMIIEHHSA MPO NOMUIIKY, | 40AATOK HE [03BONse 30epertn HEKOPEKTHY agpecy [19].
OTtxe, Oyno gocnigxeHo OCHOBHI (OYHKLIi Ta 3aBOaHHS AN KOMN'IOTEPHOIO A0AATKY, AKi NOBUHHI ByTn (puc 3.2).
Puc. 3.2. dyHkuionan nporpamu Kog gonatky (Joaatok A, ogaTtok b, JogaTtok B) mae Yotupu knacu, 6arato
nonis Ta metoaiB. [ns 306paxkeHHs CTPYKTypu aoaaTtky Oyno po3pobneHo aeTanbHy giarpamy knacis
po3pobneHoro goaatky(puc 3.3). 3.3. Ornag iHTepdency KopuctyBava KOMM'IOTEPHOro goaarky. lHTepdgenc
KOpMCTyBa4a, NoKasaHU Ha pUCyHKy 3.4, ByB po3pobneHnii 3 ypaxyBaHHSIM 3pYYHOCTI Ta aKLlEHTOM Ha NPOCTOTY
Ta iHTYiTMBHICTL. OCHOBHI enemMeHTH iHTepdency BknoyaTb: Agpecu. Kopuctysadi MoxXyTb Bubupatu
Komn'toTepw 3i cnucky Ans signpasneHHs VWol nakeTiB. KHOMKM ynpasniHHS: BKIOYaoTh KHOMKW AN Jo4aBaHHS
HOBOro KOMM'toTepa, peaaryBaHHA iCHYO4Oro 3anucy, BUaaneHHsa 3anucy, Ta signpaeneHHs VWol nakeTis. Popma
JofasaHHsi/pegaryBaHHst KOMM'lOTepa: BiKHO 4151 BBEAEHHS Ha3Bu komn'totepa Ta noro MAC-agpecwn. [logatok
nepesipsae npaBunbHiCTb BBeaeHoi MAC-agpecu ana yHUKHEHHSA noMunok. MNoBigoMneHHa Ta nigkasku: goaaTtok
HaJae 3po3yMini NoBiAOMMEHHS NP0 YChillHe BUKOHAHHS onepaLinn abo npo NOMUIKK, WO cTanucd nig vyac
po6oTun. Taknii nigxig 4o iHTepdericy 3abe3neyye nerkictb y BUKOPUCTaHHI [oAaTKy HaBiTb AN KOPUCTyBadiB 6e3
cneuianbHUX TexHiYHMX 3HaHb. Puc. 3.3. [iarpama knacis gogatky Puc. 3.4. FonosHui iHTepdenic [ns Toro, wob
3anycTuTn JogaTok He 3acTtocoBytoum Bigknagky Visual Studio, MmoxHa ckonitoBaTu Ta BUHECTU nanky 3
nNporpaMHUMM KOMMOHEHTaMU, Hanpuknag, Ha pobouwnii cTin. Oani, 3pobuBLun NOCMNaHHA (ApNuK) Ha
WolL_exe.exe, moxxHa Byae ayxe NpocTo, 3py4HO Ta WBMAKO 3anyckaTtn gogatok. OTxe, 6yB po3pobnexuni
00JaTOK, KNI CKNagaeTbCs 3 OCHOBHOIO Kep MOAyns Ta gonomikHux davnie (Jogatok [). BucHoBku o po3giny
Y ubomy posaini 6yno getansHO po3rnsHyTo nporpamHuin aogatok ang Wake-on-LAN (Wol), akuin possonsie
ONCTaHLUINHO BMMKATM KOMN'KOTEPU B FIOKanbHi Mepexi. OCHOBHI acnekTu, siki Oyno oxonseHo, BKYaoTb
BMMOIM 0 NPOrpaMHoro 3abesneyeHHs, 3aranbHuU ornag goaartky, Moro iHtTepdenc KopmucTyBada Ta apXiTeKTypy.
Cnoyatky 6yrno B1u3Ha4eHO OCHOBHI (pyHKUiOHanbHi Ta HedyHKLUIOHabHI BUMOMM 40 NMPOrpamHoOro 3abesneyveHHs.
[onartok NoBMHEH npauoBaT Ha onepadinHin cuctemi Windows i matm 3pyqHun iHTepdeiic. BiH 3abe3nevye
MOXNMBICTb BBIMKHEHHS kOoMM'toTepiB Yepe3 LAN Bpy4Hy Ta yepe3 MOXNMBOCTI NfiaHyBaHHA (LwWegynnepa),
30epexeHHs JaHUX Ta ynpaeniHHA CNMCKOM komMn'toTepiB. Kpim Toro, 4oaaTok A03BOMSIE BBIMKHYTU 0anH abo
OeKinbka KoMmn'toTepiB 0gHOYaCcHO, a TakoX AodaBaTu HOBI KOMM'LOTEPU 4O CAWCKY. 3aranbHui ornsag
NporpamMHoOro JoaaTKy BKNOYa€e ONMc OCHOBHOI GOYHKLLIOHANbHOCTI, Takol AK BignpasneHHs VWol nakeTiB ans
ANCTaHLINHOro BBIMKHEHHSA koMn'toTepiB. KrnoyoBi MOXNMBOCTI AoAaTKy BKMOYAOTL 30epexeHHs JaHuX npo
KoMnN'toTepu, KepyBaHHS CIMCKOM KOMM'OTEPIB Ta 0gHOYaCHE BBIMKHEHHS KiflbKOX KOMM'IOTEPIB, SIK CAMOCTINHO,
Tak i 3 PyHKUiE0 NNaHyBaHHS Yacy Bignpasku curHany. IHTepdenc kopmuctyBada 6yB po3pobneHnii TakKum YMHOM,
WoO6 OyTKM iHTYITUBHO 3p03yMinum. MonoBHe BIKHO MICTUTb TabnuMLU KOMN'IOTEPIB Ta KHOMKK YNpaBIiHHS, L0
3abesnevye 3pyyHiCTb BUKOPUCTaHHSA aofaTky. CTpykTypa iHTepdency € Y4iTkow, a NOBIAOMMEHHSA NPO YCnilHi Ail
abo noMunkn gonomararTb KOPUCTyBa4YaM fNerko OpieHTyBaTMUCA y goaaTky. ApxiTekTypa nporpamMHoro gogaTky
BKIMNIOYaA€E OCHOBHI KOMMOHEHTU, Taki SIK rorioBHa doopma, bopmu s Ao4aBaHHA Ta pefaryBaHHA KOMM'lOTepiB, a
TakoxX oyHKUioHanbHi Moayni Ans signpasneHHsa Wol nakerTis, 36epexeHHs JaHuX Ta nepeBipky BanigHoCTi
MAC-agpec. Baaemogis Mix pisHMMM YacTuHaMmu gogaaTky byna cnnaHoBaHa Tak, Wwob 3abesneunTu
KoopAuMHalilo Ans 4OCArHEHHS NOCTaBneHNX 3aBaaHb. Pe3ynstatoMm Uiei poboTu cTano CTBOPEHHS HafiNHOrMo Ta
edeKTMBHOIo JoaaTky, K1 Bianosigae yciMm BUMoram, MoCTaBneHnM Ha novaTky npoekTy. [logaTtok 3abe3nedvye
KOpUCTyBauiB 3pyYHNM IHCTPYMEHTOM AN AUCTaHLUINHOMO BBIMKHEHHSI KOMM'IOTEPIB Y NOKarbHiA Mepexi,
nonerwye ynpaeniHHS KoMN'loTepamMu Ta cnpusie ePeKTUBHI opraHisauii poboTn B ymMoBax BigaaneHoro 4octyny.
Bucoka (pyHKLiOHanNbHICTb Ta NPOCTOTa BUKOPUCTAHHSA PobnsTh Lier 40OATOK KOPUCHUM PILLEHHAM aNns
afMiHiCTpaTUBHOrO yrnpaeniHHA KOMN'IOTEPHUMU cucTeMaMu B opraHisauisx. PO3411 1V

TECTYBAHHA OOOATKY TA AHANI3 HEOONIKIB 3mH. Apk. Ne gokym. Mignuc Jata Apk. 45 ITC.4KI1.0124.03-
M3 Po3pob. Cnac O.A KepisHuk MorunsHun I A. PeueHs. Kosy6 0. H. KoHTtp. 3aB. kac. CemeHos M.A.
PO341 IV

TECTYBAHHA OOOATKY TA AHANI3 HEOONIKIB NiT. Akpywis 14 JIHY Kadpeapa ITC, 'p.4Kl . TectyBaHHsA
nporpamMHoro 3abesanevyeHHsl € HEBIA'EMHOI YaCTMHOK NpoLecy po3pobku, 3abe3nevytoun AKiCTb, HagiNHICTL Ta
CTabinbHICTb KiHUEBOro NpoaykTy. OcobnMBO BaXXNMBO TECTYBATM A0OATKM, SKi BUKOHYHOTb KPUTUYHO BaXKIUBI
dYHKUIT, TaKi Sk ynpaBniHHS KOMM'toTepaMn B Mepexi. TecTyBaHHs gonomarae BUABUTM MNOTEHLiiHI MOMWUITKN Ha
paHHiX eTanax po3pobKn Ta HeJoMiIKN Y KiHLi NPOEKTYBaHHSA, 3abe3nevyoun Tum camum 6e3nepebiriHy poboTy
Jojatky B peanbHUX yMOBax ekcnnyaralii. MeToro TectyBaHHs nporpamHoro gogatky ans Wake-on-LAN e
nepe.ipka Noro 3aaTtHOCTi eheKTUBHO Ta Be3neYHo 34iCHI0BATM ANCTaHLiiHE BBIMKHEHHSI KOMN'IOTEPIB Yepes3
mepexy. Lle Bkntovae B cebe nepesipky dyHKLUiOHaNbHOCTI BignpaeneHHs Wol nakeTis, NpaBunbHiCTb 06pobku
BBELEHMX KOPUCTYBa4YeM aHUX, 3PYHHICTb KOPUCTYBALbKOro iHTepdelcy, a TakoxX NPOAYKTUBHICTb Ta
cTabinkHicTb po60TM goaaTKy. YenilHe TeCTyBaHHA rapaHTye, Lo AoAaToK BiANOBiAae BCIM BUMOraMm, € 3py4HUM
Y BUKOPUCTaHHI i 3gaTHUM HaginHO BUKOHYBaTK NOCTaBMeHi 3adadi. 3aranbHui nigxig 4o TeCTyBaHHA AoaaTky
BKMOYAE KiNbka KIro4oBmux etanis. CnepLuy npoBoaMTbCa PyHKLUiOHaNbHE TECTYBaHHS, WOO NepeBipUTM OCHOBHI
MOXITMBOCTI JoAaTKy, Taki gK BignpaBreHHa MaridyHMX NakeTiB Ta ynpaBniHHA cnMckoM komn'toTepis. ani
30iMCHIOETLCS BanifaLis BBEOEHUX JaHUX, 30KpeMa nepesipka npasunbHocTi popmaty MAC-agpec Ta ob6pobka
HEKOPEKTHUX AaHuX. Baxnnemum acnekTom € TeCTyBaHHS iHTepdency KopUcTyBaya, ke OLiHIOE 3PYYHICTb
BUKOPUCTAHHA Ta NPaBUSIbHICTb B3aEMOAIl 3 enemMeHTaMu iHTepdency. HapewTi, NnpoBOANTLCS TECTYBaHHS
NPOAYKTUBHOCTI, WOO OUiHNTK LWBMAKOAIK AOA4ATKY Ta Moro cTabinbHICTb Nig HaBaHTaKeHHAM. B npoueci
TEeCTyBaHHS BMKOPUCTOBYIOTLCS SK aBTOMaTU30BaHi, Tak i py4Hi METOAM, LLO A03BOSISIE OXONUTW BCi aCNEKTU
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po6oTu gonaTtky. TecTyBaHHSA NPOBOAMTBLCA Ha Pi3HUX eTanax po3pobku, o6 3abesneunTn ceoevacHe
BMSIBITEHHS Ta YCYHEHHsi Npobnem. B pesynbraTi uboro npouecy Mu OTpUMYEMO AOAATOK, KU He nuLle
BiQNoOBigae TEXHIYHMM BUMOram, ane 1 3abesnevye BUCOKMI PiBEHb 3a0BOSIEHHST KOPUCTYBaYiB. 4.1.
DyHKUioHanbHe TeCcTyBaHHA PyHKLiOHANbHE TECTYBAHHSA € KITHOHOBMM eTarnoM y 3abe3neyeHHi aKocCTi
nporpamHoro gogatky [18]. BoHo oxonnoe nepeBipky OCHOBHOI (OYHKLLIOHANbHOCTI A0AaTKy, 30KpemMa 30aTHOCTI
BignpaenaTn Wol nakeTu Ta ynpasriHHS CMCKOM KOMM'lOTepiB. Y LIbOMY Nigpo3aini po3rnsHemo npouec
nepeBipKN OCHOBHOI (PYHKLIIOHANbHOCTI, TECTYBaHHSA BignpaBneHHa MariyHUX nakeTiB Ta MOXIIMBOCTI JO4aBaHHS
HOBMX KOMN'IOTEPIB 4O CUCKY Ta MOXIUBICTb iX pedarysatv Ta BUAANSATU AaHi Npo HUX. [Ansa nepeBipku
MOXNMBOCTI AUCTaHLIMHOIO BBIMKHEHHS KOMM'IOTEPIB Yepe3 Mmepexy 3a gonomoroto VWol nakeTis, pesynbraTt SKoi
nokasaHo Ha pUcyHky 4.1, 6yno BMKOHAHO HACTYMHI Aii: 3anyck goaaTtky Ha onepauiviHii cuctemi Windows.
Hopatok 3anyckaeTbcs 6e3 NOMUITOK Ha onepadinHin cucteMi Windows Ta ctabinbHo npautoe. IHidianisauis.
Byno nomiTHa KOpeKTHICTb iHiuiani3auil iHTepdency Kopuctysaya, BKOYaoym 3aBaHTaXKEHHSA CMUCKY
Komn'toTepiB 3 panny. IHTepakTuBHiCTb. PO60Ta OCHOBHMX enemMeHTiB iHTepdEeNnCy, TaknX SK KHOMKN, TEKCTOBI
nonsi Ta Tabnuui Oyna kopekTHa. TecTyBaHHSA BignpaeneHHst VWol nakeTiB. BianpaeneHHsa Wol nakeTis €
OCHOBHOI (OYHKLIiE AoaaTKy, sika [03BONsSE AMCTaHUiMHO BBIMKHYTM KoMN'loTep B Mepexi. Puc. 4.1. PoboTa,
iHiLiani3auis Ta iHTepeakTMBHICTb AoAaTKy Ha onepaudinHin cuctemi Windows 11 [ns TectyBaHHs Uiel yHKLUT
Oyno npoBeaeHo HacTynHi aii: BeegeHHsa Ha3e Ta MAC-agpec HoBux K (pucyHok 4.2). MNepesipka, wWwo
KopucTyBad Moxe BBectn MAC-agpecy B noTpioHoMy cpopmari. Nicns gogaBaHHA HOBOI iHpopMaLii Mpo HOBI
KOMM'IoTEpU, NOTPIOHO Nepe3anycTuTu aogaTtok. Ha pucyHkax 4.3, 4.4 nokasaHo, Lo nicns nepesanycky,
[o4aBaHHsS HOBUX AaHMX Bigbynocs ycnilwHoO Ta BOHM novanu BigobpaxaTtnca B ronoBHOMY cnucky. Puc. 4.2,
HonaeaHHs Hosux MK Puc. 4.3. BigobpaxeHHs HoBux gaHux npo MKy 3aransHOoMy cnucky gaHux Puc. 4.4.
BinobpaxeHHsa HoBux MK y 3aranbHOMY cnucky Komn'toTepis y nporpami Bignpaska VWol nakeTiB Ta peakLis
Komn'toTepiB. TecTyBaHHSA MOXNMBOCTI BianpaeneHHsa Wol nakeTiB Ha BkasaHi MAC-agpecu. LLlo6 nepeBipuTn
KOPEKTHICTb po60TU Nporpamu Ta BianpaBKku MariyHUX nakeTiB, 6yno BCTAHOBMEHO 3B'A30K 3 KiflbkoMa
Komn'toTepamm B Mepexi. byna npoBegeHa ycniwHa cnpoba BianpaBku MariyHux nakeTis (VWolL curHanis)
(pncyHok 4.5), komn'toTepU NpaBUNbLHO pearyTb Ha oTpuMaHi VWol naketu Ta 6ynu ycnilwHo npobyaxeHi. Puc.
4.5. YcniwHa BignpaBka MariyHoro nakety Takox Tpeba nepeBipuTy MOXIMBICTb BUOANEHHS Ta peaaryBaHHs
AaHUX Npo HenoTpibHMX abo NoTPiGHUX KoMM'toTepiB. HaTUCHYBLUW KHOMKY

LUntnposanus: 0,01% id: 31
«Peparysatmn,

Oyne BigkpuTa dhopma anga pegaryBaHHs gaHux (puc 4.6). Puc. 4.6. PegaryBaHHA gaHmx 3pobuBLIM MNOTPIOHI
3MiHW Ta HAaTUCHYBLUWN KHOMKY

LUntnposaHus: 0,01% id: 32
«[igTBEPOUTY,

AaHi NepeBipsAlTbLCA Ha NPaBUIbHICTL hopMaTy Ta JONYCTUMUX CMMBOSIB MiCNsi YOro ycniwHo 30epiratoTbes (puc
4.7). Onsa Toro, wob HoBi AaHi Bigobpasunuca, noTpibHO nepesanycTntn gogatok. Puc. 4.7. 36epexeHHst gaHnx
Takox 6yno NnpoBeaeHO TeCTyBaHHSA OYHKLIT MNaHyBaHHS BBIMKHEHHSI KOMM'OTEPIB. 3a3HaumMBLIM Yac, a came
yepes NiBTOpU roanHun, curHan 6ys ycniwHo HagicnaHmi Yyepes 91 xBunumHy OyHkUioHanbHe TeCTyBaHHS
NPOAEMOHCTpPYBarno, LWo po3pobneHunn gogartok ansa Wake-on-LAN ycnilUHO BUKOHYE OCHOBHI (pyHKLiT. [logaTok
npaBunbHO Bignpaensie VWol naketu, ynpaeniHHSA CIMCKOM KOMN'IOTEPIB BiOYyBaETbCA KOPPEKTHO. MOXKITUBOCTI
[0o4aBaHHsS HOBMX KOMM'IOTEpPIB NiATBEPANNN CTabiNbHICTL Ta HagiHICTb poboTn gogaTky. Lle ceigumTtb npo
BMCOKY SIKICTb peanisalii nporpaMHoro 3abe3neqeHHs Ta roTOBHICTb 40 AOro BUKOPUCTAHHSA B pearibHUX yMOBax.
4.2 Banigauis BBegeHux gaHux Banigauis BBeaeHMX aHUX € KPUTUYHO BaXKIMBMM €TanoM TeCTyBaHHS
NporpamMHoOro AoAaTKy, OCKiNbkM BOHa 3abe3nedye KOpekTHY poboTy cuctemMu Ta 3anobirae MOXIMBMM MOMMUITKaM
Yyepes HenpasBunbHi abo HeKOPEKTHI AaHi. [ns goaaTtky, K1 34iNCHI0E BBIMKHEHHSA KOMM'IOTEPIB 3@ JONOMOTOH
ix MAC-agpec, ocobnmBo Ba)KnMBO NepeBipuUTN NpaBUIbHICTb TX BBEAEHHS, af)Xe BOHM € KNKYOBMMU OIS
ycniwHoro BianpaeneHHa Wol nakeTiB. Y LUbOMY MiANYHKTI pO3rngHEMO TPU OCHOBHI acnekTu Banigalii BBe4eHuX
OaHux: nepesipka BBeaeHHs MAC-agpec Ha HasiBHICTb creuianibHUX CUMBORIB, TECTYBaHHSA NPaBUSbHOCTI
dopmaty MAC-agpec Ta TecTyBaHHA 06pobkM HEKOPEKTHUX AaHux. Nepesipka BBeaeHHA MAC-agpec Ha
HasiBHICTb cneujianbHmx cumBonis MAC-agpeca cknagaeTtbea 3 WeCcTy nap WiCTHaguUAaTKOBUX Lnddp, po3gineHnx
aBokpankoto abo gedicom (Hanpuknag, 00:1A:2B:3C:4D:5E). NpucyTHICTb Byab-AKMX iHWIKX cnevljianbHUX
CUMBOSIB, TAaKMX K Kpanku, KoMu, Npobinu Towo, pobuTb agpecy HeEKOPeEKTHO. [1ns nepeBipkn BBEAEHHS Ha
HasIBHICTb TakMX CMMBONIB ByNno peanizoBaHo OyHKLiI, SiKa NepeBIpsiE KOXEH BBEAEHWIA CUMBOST Ha
BiQNOBIAHICTb AOMNYCTUMUM 3HAYEHHAM (pycC 4.8). AKLIO BUABNAIOTECS HEAOMYCTUMI CUMBONN, KOPUCTYBaY
OTPUMYE BiAMNOBIgHE NOBIAOMMNEHHSA NPO MOMUIIKY, LLO CMOHYKAE MOro BUNpaBuTK BBeAeHi AaHi (puc 4.9). Puc.
4.8. dyHkuia ona nepesipkn cumeonis Puc. 4.9. MNMoBigoMneHHs Npo NOMUIIKY Yepes HegonyCTUMUIA CUMBON
TectyBaHHA NpaBunbHOCTI popmaTy MAC-agpec MNpasunbHicte chopmaty MAC-agpec TakoxX € BaXXMBUM
acnekToMm Banigauii faHux. Baxknueo nepekoHaTucs, LWo BBEAEHI agpecy MatoTb NpaBuIibHy CTPYKTYpPY — LWICTb
nap wicTHaguUaTKoBux Lndp, po3aineHmx asokpankow abo gedicom. Banigalis Bknioyae nepesipky peakuil
Ao4aTKy Ha BBeAEHHS NMOMUIKOBUX abo HEMOBHMX gaHux. Lle peanizoBaHo y koai doopmmu Ne2 (Joaatok B) Ta
dopmu Ne3 (doaatok B). Hanpuknag, SiKWwo kopucTyBad BBeie agpecy 3 MEHLLO KiNbKiCTio cumeonis abo 3
HenpunycTMMMMU CUMBOMaMK, OAATOK MOBMHEH KOPPEKTHO MOBIAOMUTM NMPO NOMWSIKY i 3anponoHyBaTu
BUNpPaBUTK BBeAEHI AaHi. TecTyBaHHA BKoYarno nepesipky pisHuX oopmartie MAC-agpec, Takux sK: KopekTHi
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dopmatu: 00:1A:2B:3C:4D:5E abo 00-1A-2B-3C-4D-5E (puc 4.10). HenpasuneHi coopmatu: 001A.2B3C.4D5E,
00 1A 2B 3C 4D 5E, 00:1A:2B:3C:4D (puc 4.11). Puc. 4.10. KopekTHi dhopmatn MAC-agpec KoxeH 3 umx
dopmaris OyB nepeBipeHUn Ha BiAMNOBIOHICTb PEryNApHOMY BMpaa3y, L0 BU3Havae npasunsHmmn popmat MAC-
agpec. Tinbkn agpecu, Wo NOBHICTIO BigNOBi4aOTb UMM BUMOram, NpUnMatoTbCst 40AATKOM AN nodanbLuoi
06pobku (puc 4.10). Oani HenpaBuneHoro oopmaTy Gynn HegonyLLeHHi 0o 36epexeHHs y nporpami. [logaTok
NnoBiAOMNSAB KOPUCTYBaya NPo NOMUIIKM NOB’A3aHi 3 HenpasunbHUM popmaTtom BBegeHnx MAC-agpec (puc. 4.11)
Ta HagaBaB 3MOry MOBTOPHO BBECTU NOTPIOHI AaHi. Puc. 4.11. YcniwHe gogaBaHHA KOPEKTHMX AaHux Puc. 4.12.
MoBigoMneHHs Npo NOMUIKKM Yepes HenpasunbHi popmatn MAC-agpec Y TectyBaHHi 6yno nepesipeHo, sk
A0JaToK pearye Ha HEKOPEKTHI AaHi Ta YM NpaBuITbHO BiH iHPOPMYE KOpUCTYyBa4a Npo HeoOXiagHICTbL BBEAEHHS
KOPEKTHUX JaHuX i Jae 3MOory Ha iX NOBTOpHe BBeAeHHSs. Banigauis BBegeHux gaHux gonomarae 3abes3neyuntum
HafiNHICTb Ta cTabiNbHICTb pobOTK AoaaTKy, 3anobiratoyn NOTEHLIMHUM NOMUIIKAM, SKi MOXYTb BUHUKHYTUK Yepes
HenpaBWIbHiI BBEAEHHSA. Y nNpoLeci TeCTyBaHHA ocobnuea yBara Gyna npuaineHa nepesipui MAC-agpec,
OCKINbKM iX NpaBUMbHICTb € KITHOYOBOK ANSA YCMiLLHOIo BUKOHAHHS OCHOBHOI (OYHKLiT 4OOATKY — BignpaBneHHs
WoL nakeTiB 4119 BBIMKHEHHSA BigganeHnx komn'totepis. 4.3 TecTyBaHHS NPOAYKTUBHOCTI TeCTyBaHHS
NPOAYKTMBHOCTI € HEBIA'EMHOKO YAaCTUHOKO NPOLIECY NEPEBIPKN SKOCTI NporpamHoro 3abesneyeHHst Ta 403BONS€E
OLHMTK, AK 0O0OATOK PYHKLIOHYE Mifg PisHUMU HaBaHTaXXEHHAMM | Y1 34aTHUI BiH 3abe3nevnTn cTabinbHy poboTy
B YMOBax, HabnmxeHnx o peanbHuUX cLeHapiiB BUKopuctaHHsa. [ina aoaarky, wo peanisye Wake-on-LAN (Wol)
PyHKUIOHamNbHICTb, BaXXMBO NEPEBIPUTY LUBUAKOAIK Npu BignpasneHHi ol nakeTie, poboTy 3 BEMUKUM
CMMCKOM KOMM'OTEPIB Ta OUIHUTK CTabINbHICTb | HAAIMHICTE Nig HaBaHTaxeHHsM. [epeBipka wBuakodii goaatky
npw BignpasneHHi Wol nakeTis OgHUM 3 KITHOHOBUX acnekTiB NPOAYKTMBHOCTI 404aTKy € MOro 30aTHICTb WBUAKO i
edekTmBHO Bignpaensatu Wol nakeTu Ans BBIMKHEHHS BigaaneHux komn'totepis. [ns uboro 6yno nposeaeHo
cepilo TecTiB, B IKMX BUMIpIOBaBCS Yac, HeobXxiaHWIM ANs BianpaBneHHs nakeTiB 40 Pi3HUX KOMMN'IOTEPIB Y MepeXi.
TecTn nokasanwu, Wo AodaTok 3gaTHui Bignpasnatn Wol nakeTn npakTM4yHO MUTTEBO, HaBITb NPU OOHOYACHOMY
3BEPHEHHI 40 AekinbKox koMmn'toTepis. [logaTkoBo nepesipky pobunun B ymoBax 3aBaHTaXXEHOCTi MepeXeBoro
KaHany 3B’s13Ky. [1ns uboro Ha 3-X oKpeMmnx poboumnx cTaHuisx 6yro 3anyLieHo NpoLec KOoMitoBaHHSA BENTMKOrO
o6cary iHpopmauii. Pesynbrar — nakeT NpakTMY4HO MUTTEBO Aocsrae 4o HeobxigHoro komn'toTepy. Lle 3abesneuye
LWBUOKNA | epEeKTUBHMI NPOLIEC BBIMKHEHHS, LLIO € KPUTUYHO BaXKNMBMM A5s1 KOPUCTYBaYIB, AKi NOTpedyoTb
HeramHoro A4OCTyny 40 CBOiX cUCTeM. TecTyBaHHA poboTK JoaaTKy 3 BEMMKUM cnuckom komn'totepis e ogHmum
BaXXMNMBUM acneKkToM NpoAyKTUBHOCTI € 3AaTHICTb JoAaTKy npawutoBaTi 3 BEMMKUM CMIMCKOM Komn'toTepis. Y
pearnbHUX YMOBaX KOPUCTYBaY MOXe MaTh HEODXIigHICTb KepyBaTu AecATkaMm abo HaBiTb COTHAMM KOMM'HOTEPIB.
[nsa nepesipku Uiel 3gaTHOCTI 6yno CTBOPEHO TECTOBUI CLIEHapIln, B SKOMY AOAATOK npavutoBaB 3 BENUKUM
cnmckom MAC-agpec. B peanbHux ymoBax Gyro BignpasrieHo NakeT 40 BCiX KOMM'IOTEPIB HABYaIbHOI
nabopatopii — 8o 18 poboumnx ctaHuin. Pesynsraty nokasanu, Wo A04aTOK 30aTHMI edpekTUBHO 36epirati,
06pobnaTK i BignpaensaTu Wol nakeTn 4o BENUKOI KinbKOCTi Komn'loTepiB 6e3 cyTTEBMX 3aTPUMOK. IHTepdenc
KOpMCTyBa4a 3anumLiaBcs WBUOKAM i YYMHUM HaBiTb Npu poboTi 3 BENUKOHO KiNbKICTIO 3anucis, WO CBIAYMTbL NPO
BMCOKY MPOAYKTUBHICTb i onTumisadito gogatky. OuiHka ctabinbHOCTi Ta HaginHocTi poboTn gogaTtky nig
HaBaHTaXeHHAM [n1a ouiHKM CTabinbHOCTI i HadIMHOCTI poboTK AofgaTKy Oynu NpoBEAEHi CTPeCc-TeCTH, SKi
MoJentoBarnu YMOBU BUCOKOIO HaBaHTaXeHHS, Yepes crelianbHi 3acobu giarHoctukn y Visual Studio (puc. 4.13).
[opaTok nigaaBsascsa TpMBanomMy BUKOPUCTAHHIO 3 YacTMMK 3anuTtamun Ha signpasneHHsa Wol nakeTis i
OHOBIEHHSA CNUCKY KoMM'toTepiB. [Ng Lboro Ha TecTyBanbHOMY KOMM'lOTepi Byno oaaTkoBO 3anyLLUeHO npoLec
KonitoBaHHA hanniB 3 TEKM B TEKY Ta KOMitOBAHHA MO Mepexi 3 MepexeBoro Aucky. NpoTsarom TecTyBaHHs
004aToOK AEMOHCTPYBAB BMCOKY CTabiNbHICTb, HE BMHUKANO 360iB abo NOMUMOK, HaBiTb NP 3HAYHOMY
HaBaHTaXkeHHi. Lle cBigunTb Npo HaAiHICTb po3pobreHoro NporpamHoro 3abesneyeHHs i Koro roToBHICTb 40
BUKOPUCTAHHSA B pearbHUX yMoBax. TeCcTyBaHHS NPOaYKTUBHOCTI NigTBepauno, wo gogartok ansa Wake-on-LAN
Borogie HeobxiaHO LWBMAKOAIE, 30aTHICTIO 06pobNATH BENMKI CNNCKN KOMN'IOTEpIB i 30epiraTn cTabinbHICTb Ta
HaQiNHICTb Nig HaBaHTaXkeHHAM. Lli pesynbTtaTi 403BONAOTL BNIEBHEHO pEKOMEHAyBaTh A04aTOK ANng
BMKOPUCTaHHS B yMOBax BigaaneHoro ynpasrniHHA KoMmn'loTepamu, 3abeanedytoumn epektusHe i ctabinbHe
BMKOHaHHS1 OCHOBHUX (OyHKUiA. Puc. 4.13. [iarHocTunka gogatky 4.4 AHani3 6e3aneku BukopuctaHHs OgHum 3
rONOBHUX acNeKTiB BUKOPUCTaAHHA AoAdaTKy € 6e3neka Noro BUKOPUCTaHHS. [ns npoBeaeHHs Hari3y OCHOBHUX
(baKTopiB Bpa3nNMBOCTI NPOBEAEMO aHasli3 OCHOBHMUX YMHHUKIB, LLO BNIIMBaOTb HA 6e3nekoBi ymoBu: beaneka
BMKOPUCTaHHS foaatky B npoueci aHanisy BCTaHOBMEHO, WO pO3p0o0neHnn AoAaToK He Mae HistkuxX doyHKUIR, LWo
3abe3nevyoTb NOro KOHTPONbOBaHUX 3aMNyCK y peanbHUx ymoBax. To6To — y gogaTky He Mae Hisikux yHKLIR, gKi
0OMEXYHOTb Oro BMKOPUCTaHHSA. Ller Hegonik MOXNNMBO YCYHYTH 3a paxyHOK JOOATKOBUX CUCTEMHUX 3acobis OC
WINDOWS Ha piBHi gocTtyny oo dannoBoi cuctemun. beaneka posnoBclogkeHHst goaaTtky B mexax uiei pobotu
He MraHyBanocs BUPILLMTU Le NMUTaHHS, TOMY O A0AAaTOK po3pobnsiBCs siK BiNIbHO PO3MNOBCHOAKYEMUIA. Besneka
npuctpoiB Po3pobneHa Bepcia AoaaTky He BUKOPUCTOBYE A0AATKOBUI NapOnb, KU MOXHA NPU3HAYNTH
OKpeEMUM NpUCTposiM. Lien Hegonik MOXITMBO BUPILLNTY LUNSIXOM NepepobKn CTPYKTYPU A0AATKY Yy ManbyTHEOMY.
Takum YMHOM, NPU TaKUX HaNaLITYBAHHAX BKITHOYEHHS KOMIM IOTEPIB MOXINBE LUNAXOM BUKOPUCTAHHS
nporpamHux 3acobiB iHLWKX po3pobHukiB. MepexeBa 6e3neka AHani3 po3pobneHoi Bepcii fogaTKy Ta aHanis
TEXHOMOTrii, Ky BiH BUKOPUCTOBYE CBIiAYNTb, LLO 3ITOBMUCHUK 3MOXE BUKOPMCTOBYBATH Lie A04aTOK 3 Byab sKOro
Komm'toTepa Mmepexi. be3yMoBHO BUPILLEHHS LIbOro NUTaHHSA | BaXKITMBUM YMHHUKOM, oHak TexHonoris Wol He
Mae MeTOfiB KOHTPOM0 agpecu BignpasHMKa. YacTkoBe BMPILLEHHS LbOro MUTaHHSA 3a paxyHOK 404aTKOBUX
HanalTyBaHb Ha KEPOBaHUX MEPEXEBUX NpUagax LNsSXOM KOHTPOMO 32 BUKOPUCTaHHSM MOPTY 9, SKuin
BMKOPUCTOBYETLCS Y TexHonorii Wol. BucHoBku oo posainy Y po3aini 4 6yno npoBeAeHO KOMMNIEKCHE TECTYBaHHS
po3pobneHoro nporpamHoro gogatky Wol. OCHOBHO METO Liboro po3ainy 6yno nepeBipuTK AKICTb i
HaOiMHICTb 0OoAaTKYy LUIAXOM BUSIBIIEHHS Ta YCYHEHHS MOTEHUIMHMX MOMUITOK i HEAOMIKIB, @ TaKoX NepeBipKM NOro
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NPOAYKTMBHOCTI Nif, pisHUMM yMOBamu BUKopucTaHHs. Mig yac dyHKUioHansLHOro TectyBaHHsA B6ynn nepeBipeHi
OCHOBHI (PYHKLUIT ogaTky, 3okpema, BignpasneHHs VWol nakeTiB, MOXNUBICTb JO4aBaHHA HOBMX KOMN'IOTEpIB 4O
CMMCKY Ta MOXIMBICTb pefaryBaHHs iX JaHUX i MOXNUBICTb BUAANEHHst KOMM'IOTepIB 3i cnucky. Pesyneratu
nokasanu, Lo 4o4aTOK BUKOHYE OCHOBHI 3aB4aHHS, LWBMAKO i HagiHO Bignpaenstoun Wol naketn oo
BifAaneHnx KoMM'toTepiB Ta ePeKTUBHO KEPYIOUU CIMCKOM KoMN'toTepiB. Y npoueci Banigauii BBeaeHUX gaHnx
ocobnuea yBara npuginsanack nepesipui npasuneHocTi BBeaeHHA MAC-aapec. byno npotectoBaHO MexaHiamu
BUSIBIIEHHS CneLjianbHUX CUMBOMIB | HEKOPEKTHMX AaHKX, WO A03BONMUIO0 3a06e3ne4YnT BUCOKY TOYHICTD i
HaginHiCTb PyHKUiIOHYBaHHA goaartky. [1ig yac TecTyBaHHA NpoayKTUBHOCTI Oyno ouiHEHO WBMAKOAi AodaTky
npu BignpaeneHHi Wol nakeTiB, NOro 3gaTHiCTb NpauBaTh 3 BEMNKNUM CMIMCKOM KOMM'IOTEPIB, a TaKoX
CTabiNbHICTb | HAAIMHICTE POBOTKM Nig HaBaHTaXXEHHSAM. Pe3ynetaTti TecTiB NigTBEPAMNM, L0 A0AATOK
OEMOHCTPYE BMCOKY NPOAYKTUBHICTD i 34aTHMI epekTUBHO (DYHKLIOHYBaTW HaBiTb Y CKIagHMX yMoBax. 3aranom,
npoBeAeHi TECTU NiATBEPAUNN, WO po3pobneHun gogatok ans Wake-on-LAN BignoBigae noctaBneHnm
BMMOram, 3abeaneyye HagivHe i cTabinbHe BUKOHAHHSA PYHKLiA Ta rOTOBMI 4O BMKOPUCTaHHSA B yMOBaX pearibHoi
ekcnnyartadii. TecTyBaHHsS BUSBUNO CUMbHI CTOPOHW JoAaTKy Ta 4O3BONUIO iAeHTUMIKYBATU | YCYHYTU MOXITMBI
npobnemu, Lo 3abesnevye BUCOKUI piBEHb SKOCTI KIHLEBOro NpoaykTy. AHania 6e3neky BUKOPUCTaHHA AoAaTKy
nokasas, Lo iCHylo4a Bepcia gogatky notpebye noganbLUoro 4oonpaLoBaHHs B HaNpsAMKax KOHTpornto 6esneku
BMKOPUCTaHHS Ta Nnepepobkm CTPYKTYpM MariyHnx naketie TexHonorii VWol wnaxom gogasaHHA cneuiansHOro
naponto Ha BkntoveHHs okpemoro komn'totepy. SAIFAJIbHI BUCHOBKW 3mH. Apk. Ne gokym. Mignuc data Apk.
59 ITC.4KI.0124.03-MN3 Po3pob. Cnac O.A KepisHuk MornneHun I A. PeueHs. Kosy6 tO.I. H. KoHTp. 3aB. kad.
CemenoB M.A. 3ATAJIbHI BUCHOBKWU JliT. Akpywlis 2 JIHY Kadeapa ITC, 'p.4KI . MeToto gaHoro gocrnigkeHHs
Oyno npoaHanisyBaTy METOAU OUCTAHLINHOIO BBIMKHEHHS KOMM'IOTEPIB | pO3pObUTU AOAATOK, AKUIA A03BOMSE B
yMOBax BigaaneHoro AoCTyny peanidyBaty (oyHKLi0 AUCTaHLINHOrO BBIMKHEHHSA HEOOXiAHMX KOMIT IOTEPIB.
lMpobnema AUCTaHLINHOIO KEpyBaHHA KOMM'FOTEPHUMM CUCTEMAMN CTae Aefarni akTyarnbHilWow B Cy4acHOMY
CBITi, 4e BigganeHa poboTa i 4ocTyn Ao pecypcie € Hopmoto. VoL € TexHororieto, sika 3abe3nevye MOXIMBICTb
ANCTaHUINHOro BBIMKHEHHSA KOMM'IOTEPIB, LLO 3HAYHO Monerwye ynpaeniHHSA Mepexeto. Y npoueci pobotn 6yno
nNpoBefeHO AeTarnbHe OOCNiAXEeHHA YMOB ANdA BBIMKHEHHSI KOMM'loTepiB 3a gornomoroto Wol, BusiBneHo anaparHi
Ta NporpamMHi BUMOrK, a TakoXX BCTAHOBIEHO OCHOBHI 0OMeXxeHHs. Byno npoaHanisoBaHo icHytoui nporpamHi
aHanoru: WinBox, Depicus WolL, HM Software NL WoL Ta SolarWinds WoL. B npoueci aHanidy ocobnuaa yeara
npuaineHa ix apxiTekTypi Ta yHKLUioHany, Wo A03BOMUMIO BUABUTU CUMbHI Ta cnabki CTOPOHU Ta BU3HAYNTU
OCHOBHI HaNpAMKK ANs NokpaLleHHs BacHoro gogaTtka. Ha ocHoBi Lboro cdopmoBaHi BUMOrn oo
PYHKLIOHaNBHOCTI Ta 3py4YHOCTI BUKOPUCTaHHA KOMM'IOTEPHOro aoaatka. Y xoai poboTu AetanbHO po3rnsHyTO
KOpPUCTYBaLbKWI iHTEpPMENC, ONMMCAHO OCHOBHI eNeMeHTU Ta ixX yHKLUii, Lo 3a6e3nevyoTb iHTYITUBHE i 3pydHe
BMKOPUCTaHHS goaaTtky. Kpim Toro, npoBeAeHo KOMNIEKCHe TECTYBaHHA A0AATKY, AKe BKMoYano qyHKLioHanbHe
TEeCTyBaHHS, NEPEBIPKY BBEAEHUX AaHNX Ta TECTYBaHHA NPOAYKTUBHOCTI. Ha OCHOBI (hyHKLiOHaNbHOMO
TeCcTyBaHHs Oyno niaTBepAXeHHO, WO A04ATOK KOPPEKTHO BMKOHYE CBOiI OCHOBHI 3aBAaHHS, TakKi siK
BignpaeneHHsa \Wol nakeTiB, [ogaBaHHSA HOBMX KOMN'KOTEPIB 4O CMIMCKY, MOXIMBICTb pedaryBaHHA Ta BMAaneHHs
OaHuX npo Hux. Banigauis BBeaeHnx gaHmx 3abesnevmnna npaBuibHICTb

06pobkn MAC-agpec, a TeCTyBaHHS NPOAYKTUBHOCTI MOKa3ano, Lo 404AaTOK CTabinbHO Npautoe HaBiTb Npu
Benuknx obcsarax gaHux i Nig HaBaHTaXeHHAM. TakMM YMHOM, 3ararnbHa meTa poboTu 6yno JOCArHYTO —
CTBOPEHO NporpamMH1i 40AATOK 3 MOXIMBICTIO ANCTaHLIMHOIO BKNIOYEHHS KOMMTIOTEPIB MUTTEBO YCMILLHO
peanisye yHKLi0 AMCTaHLIMHOIO BBIMKHEHHS KOMM'IOTEPIB, 3a0e3ne4ytoumn BUCOKY NMPOOYKTUBHICTb, HALIMHICTb i
3pY4YHICTb BUKOPUCTaHHSA. BnpoBamXeHHs1 gaHoro aogatky 0yae KOpUCcHUM ANs BUKOPUCTaHHS Y HaBYanbHUX
3aknagax Ta iHLWMX KOPNopaTUBHUX Mepexax Ae € HeOOXiQHICTb ANCTaHLINHO KEPOBaHOMO BBIMKHEHHS
komm’'toTepis. OgHak, aHani3 6esnekn BUKOPUCTAHHA JoAaTKy nokasas, Lo iCHytoYa Bepcia aoaaTky notpebye
noganbLIoro AOONPaLoBaHHS B HanpsiMKax KOHTPONio 6e3nekn BUKOPUCTaHHS Ta nepepobkn CTPYKTypu
MariyHmx naketiB TexHonorii WolL wnsaxom goaaBaHHs creLianbHOro naponto Ha BKIKYEHHS OKPEMOro
komm’toTepy. B npoueci 6e3nocepeaHbLOro BNpOBaAXXeHHsI Ta TECTYBaHHsSI BCTAHOBMNEHO, LLIO BaXKITUBUM
HanpsAMKOM NoAanbLLUIOro BAOCKOHANEHHSA po3pobneHoro AogaTky € po3pobka 4ooaTKOBOro Moayns Ans
nnaHyBaHHA KOHKPETHOIO Yacy BKITHOYEHHsI KOMM'loTepiB — weaynepa. OgHak BUKOPUCTaHHS Ta po3pobka Liboro
A04aTKOBOro Moaynto notpebye Ginbll peTenbHOro aHanidy. OCHOBHMM HEL0MiKOM 3anponoOHOBaHOMo A0AATKY €
oBbMeXeHHs1 BUKopuctaHHsa TexHonorii Wol B Mmexax ogHoro cermeHTy L2. Takum YmHOM edhpeKTUBHE Oro
BUKOPUCTAHHA MOXIIMBE TiflbKWU KOMM'IOTEPaX SKi BUCTYNaKTb B IKOCTI poyTepy Ta MatoTb AOCTYN A0 BCiX
cermeHTiB L2. Kpim Toro, noganblLue BOOCKOHANEHHs 0AaTKy MOXe BKNYaTh po3LWMpeHHS yHKLUiIOHaNbHOCTI,
iHTerpauito 3 iHW1MK cncTeMaMn KepyBaHHs, 4OAaBaHHA MOXIMBOCTI MOHITOPUHIY CTaHy KOMM'tOTepPIB y
pearnbHOMY Yaci Ta NoninLWeHHs KOPUCTYBaLbLKOro iHTepdency Ha OCHOBI 3BOPOTHOIO 3B'A3KY BiZl KOPUCTYBaYiB.
CMUNCOK NITEPATYPU 3mH. Apk. Ne gokym. MNignuc Oata Apk. 61 ITC.4K1.0124.03-INM3 Po3po6. Cnac O.A
KepiBHuk JoHueHko B.FHO. PeueHs. Koay6 HO.I. H. KoHTp. 3aB. kac. CemeHo M.A. CITMCOK BUKOPUCTAHUX
IDKEPEJ JiT. Akpywis 2 JIHY Kadegpa ITC, p.4KI . MorunbHui M A., AHani3 nporpamHo-anapaTHux 3acobis
CTBOPEHHS CUCTEMMU 3 BigJaneHnm JOCTYNOM A0 HaBYaribHUX KOMM'IOTEPHUX NabopaTtopin 3aknagis cepeaHbol
ocsiTn. Ne 1 (277) (2023): BicHuk CxigHOYKpaiHCbKOro HaLlioHanbLHOro yHisepcuteTy imeHi Bonognmupa dans
URL: https://doi.org/10.33216/1998-7927-2019-256-8-5-19 (naTa 3BepHeHHs: 10.04.2024). MoruneHun I"A.,
CemeHoB M.A., Kipees B.1O. BnpoBagkeHHs cuctemun BigaaneHoro JocTyny Ao iHhopMaLiiHuX pecypcis
Komn'toTepHMx naboparopin. Ne 2 (272) (2022): BicHuk CxigHOYKpaiHCbKOro HauioHaNbHOro YHIBEPCUTETY iMEHI
Bonognmupa Oansa URL: https://doi.org/10.33216/1998-7927-2022-272-2-7-14 (nata 3BepHeHHs: 10.04.2024).
Mikrotik download. [EnektpoHHui pecypc] - URL: https://mikrotik.com/download (aata 3BepHeHHs: 11.04.2024).
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:Depicus wol gui download. [EnektpoHHuit pecypc] - URL: https://www.depicus.com/wake-on-lan/wake-on-lan-gui :
:(naTa 3BepHeHHst: 11.04.2024). Wake on LAN (Magic Packet) download. [EnektpoHHuit pecypc] - URL: https://
:apps.microsoft.com/detail/9nblggh51pb3?cid=igromania2&hl=ru-ru&gl=RU (nata 3BepHeHHs: 11.04.2024).
:SolarWinds Wake-On-LAN download. [EnekTpoHHuit pecypc] - URL: hitps://solarwinds-wake-on-lan.softonic.ru/
i(paTta 3BepHeHHs: 11.04.2024). Computer Networks: A Systems Approach / Bptoc C. [ieBi, NNappi J1. lNeTepcoH.
‘Elsevier, 2021. 848 c. LLlo Take MepexeBa kapTa Ta sik 1i BU6paT? [EnektpoHHuii pecypc] - URL: https://
:artline.ua/uk/news/chto-takoe-setevaya-karta-i-kak-ee-vybrat (aara asepHeHHs: 21.04.2024).

‘BIOS. [EnekTpoHHuii pecypc] - URL: https://uk.wikipedia.org/wiki/BIOS (naTa 3BepHeHHst: 22.04.2024). UEFI.
:[EnekTponHuii pecypc] - URL: https://uk.wikipedia.org/wiki/lUEFI (nata 3BepHeHHst: 22.04.2024). Wake-on-LAN.
{[EnekTpoHHuI pecypc] - URL: hitps://uk.wikipedia.org/wiki/\Wake-on-LAN (gata 3BepHeHHs: 24.04.2024).
‘Komm'toTepHi Mepexi / KopoGeitHikosa T.1., 3axapueHko C.M. JlbBiBCcbka nonitexHika, 2022. 228 c. LLlo Take :
inokanbHa mepexa? [EnektpoHHun pecypc] - URL: https://www.briz.ua/blog/article/cto-takoe-lokalnaya-set (nata
:3BepHeHHs: 29.04.2024). MMobGanbHa obuncnioBanbHa Mepexa. [EnekTpoHHui pecypc] - URL: https:/studfile.net/ |
ipreview/5258946/page:3/ (nata 3BepHeHHs: 29.04.2024). LLlo Take XxmMapHi cepBicu Ta ix BaXnMBOCTi y Bi3Hec-
‘cipepi. [EnekTpoHHWit pecypc] - URL: hitps://ucloud.ua/shho-take-hmarni-servisy/ (nata 3BepHeHHs: 02.05.2024). :
:What's A VPN? & Why You [REALLY] Need One in 2024. [EnekTpoHHui pecypc] - URL: http://surl.li/lujwqg (nata :
:3BepHeHHs: 05.05.2024). MnaHyBanbHVK onepauiiiHoi cuctemu. [EnekTpoHHuii pecypc] - URL: hitp://surl.li/ujwan :
:(paTta 3BepHeHHs: 06.05.2024). dyHKuUioHanbHe TecTyBaHHSA. [EnekTpoHHMIA pecypc] - URL: :
‘https://qalight.ua/baza-znaniy/funktsionalne-testuvannya/ (aata 3sepHeHHst: 05.05.

O6HapyxeH Mnarnat: 0,12% https://ns2000.com.ua/komp-iuterni-m... id: 33

2024). Komm'totepHi mepexi. KHura 1. TexHonorii komm'toTepHux mepex / €scees C.I1., xeHok H.B.

‘Hosui1 cBiT-2000, 2024. 471 c. Systems Programming: Designing and Developing Distributed Applications /
:Pivapg EHTOHI. Elsevier, 2015. 548 c. JOOATOKM OOLOATOK A

:NicTuHr nporpamuoro kogy. OcHoBHa cpopma Ne1 using System; using System.|O; using System.Net; using i
iSystem.Net.Sockets; using System.Windows.Forms; namespace WoL_exe { public partial class Form1 : Form {
iprivate const int PORT = 9; public void SaveComputerData(string ComputerName, string MacAddress) { //string :
ifilePath = :
: LintnposaHus: 0,02% id: 34
"C:\\Users\ifmit\source\\repos\\WolL_exe\\MAC-agpecu.ixt" :
{; string filePath = :
: LuTtnposanus: 0,02% id: 35
"MAC-agpeci.txt"

: //[nonaemo HoBi AaHi go daiiny using (StreamWriter writer = new StreamWriter(filePath, true)) {
‘writer.WriteLine(ComputerName); writer.WriteLine(MacAddress); } } private void Form1_Load(object sender,
:EventArgs e) { LoadImagelntoPictureBox(); //string txt_ NAME_only_read =

: Lntnposanus: 0,02% id: 36
"C:\\Users\ifmitW\source\\repos\WWol._exe\\MAC-agpecwn.txt" :
string txt NAME_only read = :
UnTtnposanus: 0,02% id: 37
"MAC-agpecu.ixt" :
/llmeHa //string txt_ MAC_only _read = :
: LUnTtnposanus: 0,02% id: 38
"C:\\Users\ifmit\source\W\repos\Wol._exe\MAC-agpecu.ixt" :
/IMAC-agpecwm string txt MAC_only_read = :
: Lintuposanus: 0,02% id: 39
"MAC-agpecu.txt" :

:: IIMAC-appecy //lmeHa if (File.Exists(txt NAME_only_read)) { string[] lines =
‘File.ReadAllLines(txt_NAME_only_read); for (inti = 0; i lines.Length; i++) { //nonaemo nuiue HenapHi psaku
i(Ha3Bu) go checkedListBox1 if (i % 2 == 0) { checkedListBox1.ltems.Add(lines[i]);
icheckedListBox2.Items.Add(lines[i + 1].Replace(

Uutnposaxus: 0,01% id: 40

Lintuposanus: 0% id: 41
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E).Trim()); /lnopaemo MAC-agpecu o gpyroro checkedListBox, 6e3 posaintosauiB } } } else { MessageBox.Show(
: UnTtnposanus: 0,02% id: 42
"®ann He 3HargeHo" :
) } } private const string IPinstitut = :
: Lintuposanus: 0,03% id: 43
| "192.168.100.255" '
private const string IPinstitut1 = :
: UnTtnposanus: 0,03% id: 44
£ "192.168.100.1" :

//®yHKUig nocunaHHa Wake-on-LAN naketa private bool SendWakeOnLan(string MacAddress) { try { //
‘Mepesipka goexunn MAC-agpeci if (string.IsNullOrEmpty(MacAddress) || MacAddress.Length = 12) { throw
inew ArgumentException(

LUnTtuposanus: 0,05% id: 45
"MAC-agpeca mae 6yTn 12 WwicTHagUSTKOBMX cMmBOniB."
); } /I pospinsiemo MAC-aapec Ha 6aiitu byte[] MacBytes = new byte[6]; for (int i = 0; i 6; i++) { MacBytes][i] =
:Convert.ToByte(MacAddress.Substring(i * 2, 2), 16); } // popmyemo naket Wake-on-LAN byte[] MagicPacket = :
inew byte[6 + 16 * 6]; for (inti = 0; i 6; i++) { MagicPacket[i] = OxFF; } for (int i = 6; i MagicPacket.Length; i +=6){ :
:MacBytes.CopyTo(MagicPacket, i); } // BinnpaBnsiemo naket Wake-on-LAN Ha wmpokoMoBHy |P-agpecy using
i(UdpClient client = new UdpClient()) { client.Send(MagicPacket, MagicPacket.Length, new
:IPEndPoint(IPAddress.Parse(IPinstitut), PORT)); // no cetn ot poyTtepa client.Send(MagicPacket,
:MagicPacket.Length, new IPEndPoint(IPAddress.Parse(IPinstitut1), PORT)); client.Send(MagicPacket,
:MagicPacket.Length, new IPEndPoint(IPAddress.Broadcast, PORT)); // ao poyTepa return true; // nosHaYeHHst
iycnixy } } catch (FormatException ex) { MessageBox.Show( :
: UnTtnposanus: 0,02% id: 46
"HenpasunbHun popmat MAC-agpecu: "
+ ex.Message); } catch (ArgumentException ex) { MessageBox.Show( :
: LUuTtnposanus: 0,05% id: 47
"MAC-agpeca mae 6yTn 12 WicTHagUSATKOBMX CUmBONiB: "
+ ex.Message); } catch (Exception ex) { MessageBox.Show( :
© Uutvposahusi: 0,03% id: 48
"Momunka signpasku Wake-on-LAN naketa: "

‘+ ex.Message); } return false; // noaHayeHHst Heaaui } public Form1() { InitializeComponent(); } private void :
‘label1_Click(object sender, EventArgs e) { } private void button1_Click(object sender, EventArgs e) // KHonka ans
:BBiMKHeHHS 1K { bool something = false; //lMepeBipka uun € BUGpaHi enemeHTn y checkedListBox2 foreach (var
‘item in checkedListBox2.Checkedltems) { something = true; break; } if (something) { //otpumyemo BuGpaHi MAC- :
iagpecu 3 checkedListBox2 List string selectedMA = new List string (); foreach (var item in :
‘checkedListBox2.Checkedltems) { selectedMA.Add(item.ToString()); } //Bianpasnsiemo naketn Wake-on-LAN

:Ana koxHoi BubpaHoi MAC-agpecwu foreach (string macAddress in selectedMA) {
:SendWakeOnLan(macAddress); } int temp = 0; MessageBox.Show(

. Lwntvposahusi: 0,02% id: 49
"Curnan ycniwHo HagicnaHun!" :
E); } else { MessageBox.Show( :
: LmTtnposaHus: 0,06% id: 50
"Byab nacka, cnoyatky Bnbepitb K 3i cnvcky." :

:); ¥} private void button2_Click(object sender, EventArgs e) //KHonka BigkpuTTs BikHa Ans foaaBaHHs Hosoro MK :
i{{ Form2 AddForm = new Form2(); AddForm.ComputerAdded += Form2_ComputerAdded;
:AddForm.ShowDialog(); } private void Form2_ComputerAdded(object sender, Form2.ComputerAddedEventArgs :
ie) { SaveComputerData(e.ComputerName, e.MacAddress); // OHOBRNEHHSA CNUCKIB B FOMOBHIN popmi nicns :
‘nofaBaHHs komn'toTepa checkedListBox1.ltems.Add(e.ComputerName);
icheckedListBox2.ltems.Add(e.MacAddress.Replace(

LntuposaHus: 0,01% id: 51

LUntnposanus: 0% id: 52
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)); } private void checkedListBox1_SelectedindexChanged(object sender, EventArgs e) {
:UpdateCheckedListBox2Selection(); } private void UpdateCheckedListBox2Selection() {
icheckedListBox2.ClearSelected(); // Ounctka Bmbip y checkedListBox2 foreach (int index in
icheckedListBox1.SelectedIndices) { if (index checkedListBox2.ltems.Count) {
icheckedListBox2.SetltemChecked(index, true); } } } private void checkedListBox1_ltemCheck(object sender,
{ItemCheckEventArgs e) { //loHoBneHHs Bubopy y checkedListBox2 npm koxHil 3miHi Bu6opy B checkedListBox1
:UpdateCheckedListBox2Selection(); int selectedl = e.Index; //oTpuMmyemMo iHaekc BUGpaHoOro enemeHTy //
‘nepeBipsieMo, UM enemeHT BUGpaHuin abo Hi if (e.NewValue == CheckState.Checked) { //BcTaHoBmI0EMO BUGIp
:BignosigHoro enemeHTy y checkedListBox2 checkedListBox2.SetltemChecked(selectedl, true); } else if
‘(e.NewValue == CheckState.Unchecked) { //ckacoByemo BUGip BiAnoBigHOro enemeHTy y checkedListBox2 :
icheckedListBox2.SetltemChecked(selectedl, false); } } private void checkBox1 CheckedChanged(object sender, §
:EventArgs e) { bool isChecked = checkBox1.Checked; /BCTaHOBMIOEMO BiA3HAYEHHS A5 BCIX €NEMEHTIB Y :
icheckedListBox1 for (int i = 0; i checkedListBox1.ltems.Count; i++) { checkedListBox1.SetltemChecked(i,
§isChecked); } //BCTAHOBMOEMO BiA3HA4YeHHs A1 BCiX enemenTiB y checkedListBox2 for (inti=0; i
icheckedListBox2.ltems.Count; i++) { checkedListBox2.SetltemChecked(i, isChecked); } } private void
icheckedListBox2_SelectedIindexChanged(object sender, EventArgs e) { for (inti=0; i
icheckedListBox2.SelectedIndices.Count; i++) { int selectedl1 = checkedListBox2.SelectedIndices|i];
icheckedListBox1.SetltemChecked(selectedI1, true); } } private void textBox2_TextChanged(object sender,
:EventArgs e) { } private void button3_Click(object sender, EventArgs e) { Form3 EditForm = new Form3();
:EditForm.Show(); } private void pictureBox1_Click(object sender, EventArgs e) { } private void
iLoadlmagelntoPictureBox() { try { //wnsax no 3o6paxeHHs string image1 = @

: Lntnposanus: 0,02% id: 53
"111.png" :
string image2 = @ :
: UnTtnposanus: 0,02% id: 54
"IMIT.png" :
/Istring image4 = @ :
. UutuposaHus: 0,01% id: 55 :
e :
/lstring imageb = @ :
. UutuposaHus: 0,01% id: 56 :
e '
/I3aBaHTaxeHHs 306paxeHHs pictureBox1.Image = Loadlmage(image1); pictureBox2.Image =
:Loadlmage(image2); //pictureBox3.Image = Loadlmage(image3); //pictureBox4.lImage = Loadlmage(image4); }
:catch (Exception ex) { MessageBox.Show($ :
: UnTtnposanus: 0,06% id: 57
"Ctanacs nomunka npu 3aBaHTaxeHHi 306paxeHHst: {ex.Message}" .
E); } } private Image Loadlmage(string imagePath) { // lNepeBipsiemo, 4n ann icHye if

{(System.|O.File.Exists(imagePath)) { // 3aBaHTaxyemo 306paxeHHs 3 cpaiiny return Image.FromFile(imagePath);
:} else { MessageBox.Show($ :

: LUnTtnposanus: 0,04% id: 58
"®ann 3obpaxeHHsa {imagePath}' He icHye"

*); return null; } ¥} } JOOATOK B

NicTuHr nporpamHoro kogy. OcHoHa chopma Ne2 using System; using System.Collections.Generic; using
:System.ComponentModel; using System.Data; using System.Drawing; using System.Ling; using
:System.Net.Mail; using System.Text; using System.Threading.Tasks; using System.Windows.Forms; using
iSystem.lO; namespace Wol _exe { public partial class Form2 : Form { public Form2() { InitializeComponent(); }
:private void Form2_Load(object sender, EventArgs e) { LoadlmagelntoPictureBox(); } public event EventHandler :
iComputerAddedEventArgs ComputerAdded; private void button1_Click(object sender, EventArgs e) { // :
:OTpumyemo HasBy komn'toTepa Ta MAC-agpec 3 textBox3 Ta textBox4 string computerName = textBox3.Text;
istring macAddress = textBox4.Text; //nepesipka Ha BanigHicte MAC-agpecu if (!
{IsValidMacAddress(macAddress)) { MessageBox.Show(

Lutuposanus: 0,02% id: 59
| "HenpaeunbHui coopmat MAC-agpecu”, '
: LUnTtuposanus: 0,01% id: 60
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. "Momwunka",

‘MessageBoxButtons.OK, MessageBoxlcon.Error); return; } //36epiraemo aani y daiini Form1 mainForm =
EAppIication OpenForms.OfType Form1 ().FirstOrDefault(); if (mainForm 1= null) {

ECI/IMBOJ'II/I Drlvate bool IsValldMacAddress(strlng macAddress) { return
;§vstem.Text.BeguIarExpressions.Begex.IsMatch(macAddress,

: Lntnposanus: 0,04% id: 61
""([0-9A-Fa-f]{2}['-]){5}([0-9A-Fa-f]{2})$"

- Uwuposanmsi: 0,02% 0:62
"111.png" :
pictureBox1.Image = Loadlmage(image1); } catch (Exception ex) { MessageBox.Show($ :
. Uutuposanus: 0,06% id: 63

: "CTtanacs noMurika npu 3aBaHTaxeHHi 3o6paxeHHs: {ex.Message}"

E); } } private Image Loadlmage(string imagePath) { // MNepeBipsiemo, un dawn icHye if :
:(System.|O.File.Exists(imagePath)) { // 3aBaHTaxyemo 306paxeHHs 3 dawnny return Image.FromFile(imagePath); :
} else { MessageBox.Show($ H

LI,MTMpOBaHMﬂ: 0,04% id: 64

§J'I|CT|/|Hr nporpaMHoro koay. OcHoBHa dopma Ne3 using System; using System.Collections.Generic; using
§Svstem ComDonentModeI using System Data; using System. Drawing, using Svstem Ling; using System. Text

Epartlal class Form3 : Form {//prlvate string filePath = :
Lntnposanus: 0,02% id: 65 :
"C:\\Users\ifmit\source\\repos\W\Wol._exe\\MAC-agpecwn.txt" :

; private string filePath = :
LUntnposanus: 0,02% id: 66 :
- "MAC-appec.txt" '

private DataTable table; private bool changesMade = false; // AJ1A MEPEBIPKU Y/ BYN BHECEHI 3MIHU
iprivate bool validationEnabled = true; private void dataGridView1_CellValueChanged(object sender, :
EDataGridViewCeIIEventArgs e){ // MosHavaemo, Wwo 6yr|V| BHeCeHi 3MiHun changesMade = true } public Form3(){ :

§dataGridView1 .CeIIValldatlng += dataGridView1 CeIIValldatmg //o6p06Hv||< noAain ans 3a6e3nequHH;| TOro, o
:MAC-agpecwu BignosigatoTtb Bumoram } private void dataGridView1_CellContentClick(object sender, :
:DataGridViewCellEventArgs e) { } private void LoadData1() { if (File.Exists(filePath)) { table = new DataTable();
itable.Columns.Add(

LUntnposaHus: 0,02% id: 67
"Computer Name" :
E); table.Columns.Add( :
Lntnposanusa: 0,02% id: 68
"MAC Address"); string[] :

Ellnes = File.ReadAllLines(filePath); for (int i = O; i lines.Length; i += 2) { string computerName = linesJi]; string :
‘macAddress = lines]i + 1]; table.Rows.Add(computerName, macAddress); } dataGridView1.DataSource = table; }
ielse { MessageBox.Show(

: LintnposaHus: 0,02% id: 69
- "dalin He 3HalaeHo" :
) } } private void SaveData() { if (table 1= nuII) { using (StreamWriter writer = new StreamWriter(filePath)) {
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Lintnposanusi: 0,02% id: 70
: "Computer Name" :
E]); writer.WriteLine(row[ :
Luntuposaxus: 0,02% id: 71
: "MAC Address"

E]); }}}} private void button1_Click(object sender, EventArgs e) // KHonka :
Lntupoeanus: 0,01% id: 72
"MigTBEPOUTH"

{ SaveData(); MessageBox.Show( :
LnTtnposanus: 0,02% id- 73
"[aHi ycniwHo 36epexeHo!” .
E); this.Close(); } private void button2_Click(object sender, EventArgs e) // KHonka

: Uutnposanus: 0,01% id: 74
"BigMiHUTN" -
{ DialogResult result = MessageBox.Show( :
. Lutnposanus: 0,05% id: 75

"Bu BrNeBHEHI, L0 XO4eTe BiAMIHUTK 3MiHN?",

: Uutuposarus: 0,01% id: 76
"MigTBEPMKEHHS",
‘MessageBoxButtons.YesNo, MessageBoxIcon.Question); if (result == DialogResult.Yes) { changesMade = false;
ithis.Close(); } } private void dataGridView1_CellValidating(object sender, DataGridViewCellValidatingEventArgs
ie) {if (e.Columnindex == 1 && e.RowlIndex = 0) // MNepeBipsiemo, 41 penaryetbca konoHka MAC-aapec { string
‘newMacAddress = e.FormattedValue.ToString(); // Mepesipsiemo, 4n HoBwit MAC-aapec Bianosigae

inpasunbHomMy dopmary if (Istring.IsNullOrWhiteSpace(newMacAddress) && !
:IsValidMacAddress(newMacAddress)) { MessageBox.Show(

UnTtnposanus: 0,02% id: 77
"HenpasunbHuin popmat MAC-agpecn”, :
: UnTtuposarus: 0,01% id: 78
"Momunka", '

‘MessageBoxButtons.OK, MessageBoxlcon.Error); e.Cancel = true; // Bigxunsiemo amitm } } } private bool :
{IsValidMacAddress(string macAddress) { return System.Text.RegularExpressions.Regex.IsMatch (macAddress,

. LUmnTtnposaHus: 0,04% id: 79
"M[0-9A-Fa-T{2}{:-I{5}([0-9A-Fa-T|{2})$"
); }}} MOOATOK 1

:Ctucnun onnc dannis nporpamHoro gogatky Wol _exe.exe — OCHOBHUI Moaynb ansa pobotn gogatka. Wol.exe
‘— ApnVK (NocunaHHs) Anst 3py4YHoro 3anycky aogarka. MAC-agpecu.ixt — TEeKCTOBUI AOKYMEHT [Ans 36epeeHHs
:AaHux npo komm'totepu. Mictute Ha3sym Ta MAC-agpecu nepcoHansHux komn'totepis. 111.png, FonMain.png,
IMIT.png, sipnbik1.ico — dhannm 3o06paxeHb, NOTPIGHI AN KpaLLOro BUAY Ta BidyanbHOTO CPUAHATTS Nporpamu.
:Wol_exe.deps.json, WoL_exe.dll, WoL_exe.pdb, WoL_exe.runtimeconfig.json — gpyropsgHi mogyni ans
:(byHKLiOHYBaHHs1 po6oTH foaaTKa.

3asiBneHue 06 orpaHN4eHnn OTBETCTBEHHOCTH:
OTOT OTHeT JOMKeH ObITb NpaBuIbHO UCTOMNKOBAH ¥ NPOaHaNU3npoBaH KBannULIMPOBaHHbLIM CNELManucToM, KOTOPbIA HECET OTBETCTBEHHOCTL 3a OLIEHKY!

To6asi MHhopMaLwsi, NpeACTaBIIeHHast B 3TOM OTYETE, HE SIBMSIETCS OKOHYATENbHOW 1 MOANEXUT PyYHOMY MPOCMOTPY M aHanwuay. MoxanyicTa, cnepynte
VIHCTPYKUMSIM: PekoMeHZaLumm no oLeHkKe

[etektop Mnarnarta - Bawe npaeo Ha opuruHansHocTb! © SkyLine LLC

file:///C:/Users/ifmit/Downloads/oT4éT_opurnHansHoctn_12_6 2024 15 5 59 1 _nosicH_3an_docx.html 22/22



